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ARTICLE INFO ABSTRACT

Dataset link: https://doi.org/10.17632/5ddfvw Agriculture is essential because of the current and future challenges related to food that our society must
fj9p.1 face. Agriculture is a precious resource (asset), and problems with agriculture can lead to famine and

migration crises that destabilize a society. Smart agriculture can increase productivity and crop yield with

I/i;};?;irlﬁ.re new operating and business models. Smart agriculture relies on information and communication technology
Cybersecurity (ICT). However, a cyberattack on a country’s agricultural ICT can jeopardize an entire nation. In light of
Frameworks the aforementioned challenges and threats, this research presents a systematic literature review (SLR) to
Models address the lack of a comprehensive review of the literature on cybersecurity in smart agriculture. This
Smart agriculture SLR analyzes 58 documents extracted from Scopus, Web of Science, and IEEE Xplore. The main findings on
Systematic literature review cybersecurity in smart agriculture encompass the challenges of cybersecurity in agriculture, the detection of
Threats attacks and intrusions, the evaluation of case studies, the assessment of frameworks, and the analysis of applied
models. Organizations should also train their employees to recognize and respond to cyber threats. In addition,
organizations should invest in cybersecurity processes, equipment, and training. The main contribution of this
SLR is the consolidation of results to identify research findings, research gaps, and trends in cybersecurity in
smart agriculture. The intended audience for this article includes researchers, farmers, and agribusinesses who
may utilize frameworks, models, case studies, or emerging technologies in smart agriculture with the objective

of mitigating or preventing cybersecurity threats.
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1. Introduction

Agriculture is composed of crop and livestock production. Agricul-
tural production is a set of activities and knowledge created by humans
to cultivate the land and obtain plant products (such as vegetables,
fruits, cereals, and herbs) as food for people and animals. Therefore,
it is the source of life for the beings that inhabit the present and future
world. As the population grows, the demand for agricultural products
also grows (Debdas et al., 2021). It is estimated that by 2050 there
will be 9.6 billion people, so agriculture must grow faster to meet their
rising food demands (Pyingkodi et al., 2022).

On the other hand, agriculture is the world’s largest industry and is
fundamental to social stability and economic development (Blandford,
2011; Ma et al., 2019; Meijerink and Roza, 2007). Like many industries,
agriculture is undergoing a digital transformation driven by informa-
tion and communication technology (ICT) (Hentea, 2008; Slobodan,
2018). Implementing ICT in agricultural management and production
activities has changed the business culture toward smart agriculture.
Smart agriculture increases agricultural productivity with new oper-
ating and business models. For this, it is necessary the incorporation
of current and emerging computational paradigms such as artificial
intelligence (AI), big data, cloud computing, robotics, the internet, and
the internet of things (IoT) (Pivoto et al., 2018; Said Mohamed et al.,
2021; Santiteerakul et al., 2020).

Smart agriculture systems rely heavily on digital technologies such
as sensors, automated data collection and analysis, machine learning,
and Al As such, these systems are vulnerable to cyberattacks that could
compromise the data, potentially leading to crop damage, financial
losses, etc. Cybersecurity is a critical component of smart agriculture,
as it helps protect these assets by providing solutions that prevent,
detect, and respond to malicious activity. Smart agriculture also re-
quires a comprehensive approach that includes training and awareness,
secure system design and development, risk assessment, and ongoing
monitoring. With the proper measures, smart agriculture systems can
be better protected, allowing farmers to focus on producing safe and
healthy food.

However, the current state of cybersecurity in agriculture is still
being determined, as well as what kind of technological resources,
limitations, protections against cybercrime, cyberattacks, cybersecurity
impacts, and countermeasures exist. For these reasons, a systematic
literature review (SLR) was conducted to systematically analyze the
research conducted on cybersecurity in smart agriculture and identify
existing knowledge gaps (Piskur et al., 2012). Furthermore, it should be
noted that cybersecurity in smart agriculture employs emerging tech-
nologies and a SLR represents a framework that enables the synthesis

of literature in disciplines where developments occur on a contin-
uous basis (Tricco et al.,, 2018). Our research adopts Kitchenham’s
guidelines (Kitchenham et al., 2011) in SLR methodology to guide the
research process. Our SLR analyzes and interprets the results published
in 58 selected documents.

This SLR includes the following sections. Section 2, we provide
an overview of the fundamental concepts that are essential for an
understanding of our research. Section 3, we present the details of
the methods applied to achieve the SLR objective. In Section 4, we
analyze, synthesize, and interpret the results of the research questions.
In Section 5, we highlight the most important findings of this SLR in an
orderly and logical manner and identify challenges and opportunities
for future avenues of research. In Section 6, we present the bias of this
SLR. Finally, in Section 7, we present conclusions, and future work is
presented.

2. Background

This section is necessary to interpret the results obtained from the
SLR. It describes the concepts of agriculture 4.0, IoT, Al and cloud
computing in agriculture.

2.1. Agriculture 4.0

The term “Industry 4.0” became widely known at the Hannover
Fair, an initiative of the German Federal Government in 2011 (Miiller
et al., 2017). The introduction of ICT in agriculture and the Fourth In-
dustrial Revolution (Industry 4.0) (Gagliardi et al., 2022) have enabled
new approaches in agriculture to optimize crop production, giving rise
to the so-called agriculture 4.0. This approach combines traditional
agriculture with today’s most popular computational paradigms such
as IoT, big data analytics, robotics, systems, and Al, among others.
These computational paradigms allow collecting data through systems
(flow, humidity, and pressure) that would enable determining the state
of the soil; sensors can capture weather information and send it in
real-time so that farmers know at all times what is the state of their
fields. In addition, data analytics and artificial intelligence can estimate
different scenarios, and the most appropriate response measures can
be adopted (Cooke et al., 2019). Therefore, smart agriculture, also
called precision agriculture or agriculture 4.0, significantly improves
crops’ economic, environmental and social impact (Gagliardi et al.,
2021). Also, modern ICT has driven smart agriculture (characterized
by uncrewed operations) toward intelligent technician processes.
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Fig. 1. Flowchart of the steps of the SLR methodology.
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Fig. 2. PRISMA flowchart of the document selection process.

2.2. Internet of things

Ashton (Srivastava et al., 2021) first used the term IoT in 1999.
The Internet Society (Rose et al., 2015) defines IoT as “scenarios
where network connectivity and computing capability extends to ob-
jects, sensors and everyday items not normally considered computers,
allowing these devices to generate, exchange and consume data with
minimal human intervention”. Therefore, the IoT integrates operational
technology (OT) and ICT devices (Chen and Yang, 2019). The IoT
is used to implement, monitor, and industrial control systems from
manufacturing to energy, transportation, logistics, and utilities, such
as programmable logic controllers (PLCs) (Thong-un and Wongsaroj,
2022), remote terminals units (RTUs), intelligent electronic devices
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(IEDs), embedded systems (Adami et al., 2021), systems on a chip
(SoC), among others. As more devices can be connected to the IoT,
end-to-end security becomes more essential and necessary (Shahbazi
and Ko, 2021).

2.3. Artificial intelligence

Al simulates the intelligence capabilities of the human brain. Al is
part of computer science that designs intelligent systems, i.e., systems
that exhibit the characteristics we associate with intelligence in human
behavior (Boucher, 2020; Silva Megeto et al., 2020). These computer
systems handle a range of different algorithms and decision-making
capabilities, as well as large amounts of data, to a solution or answer to
a request (Berryhill et al., 2019; De Kleijn et al., 2019; Goertzel, 2014;
Samoili et al., 2020).

Today, the agricultural sector also uses Al to improve important
tasks: crop quality, crop control, pest control, soil control, seed propa-
gation, human labor reduction, resource optimization, and water man-
agement, among others. Therefore, Al can transform conventional farm-
ing techniques into smart farming (Rehman et al., 2022; Talaviya et al.,
2020).

2.4. Cloud computing

Cloud computing is a model that provides on-demand network
access to a variety of configurable computing services, such as in-
frastructure, applications, and storage. In recent years, this model has
enabled businesses to stay on the web and acquire ICT services at an
affordable price without investing in purchasing hardware and soft-
ware (Catteddu and Hogben, 2009). These services offer a wide range
of solutions (data storage, computational hardware, and data analysis
tools) with high scalability and flexibility, allowing the extraction
of meaningful insights from the collected data, facilitating informed
decision-making (Khan et al., 2017b; Soni et al., 2016; Zanoon et al.,
2017). Therefore, connectivity and cloud computing through ICT op-
timize production processes in agriculture, using Al, IoT, and data
analytics. These technologies have been successfully deployed in other
areas. However, the agricultural sector is only now beginning to adopt
these technologies, which facilitate innovation and the formation of
businesses with a future orientation (Costa et al., 2022; Maiti and
Ghosh, 2021).

3. Methodology

This SLR applied the Kitchenham’s methodology, with the follow-
ing stages: planning, conducting, and reporting the SLR (Kitchenham,
2004; Kitchenham et al., 2009). In Fig. 1, the flowchart of the steps of
the SLR methodology can be seen, and in Fig. 2, we present an overview
of the PRISMA (Page et al., 2021) flowchart for the document selection
process.

3.1. Stage 1. Planning the systematic literature review

This subsection outlines the rationale for conducting an SLR, which
will entail a preliminary investigation into existing SLRs in scientific
databases, followed by the formulation of a review protocol.

3.1.1. Identifying the need for a systematic literature review

The need for an SLR was determined by searching for similar SLRs
in Scopus and Web of Science scientific databases. Custom search
strings were created for the query using the keywords cybersecurity,
cyberthreat, agriculture, and SLR, with some of their synonyms and
replacement terms to enhance search results. The search strings used
in each scientific database can be seen below:
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» Scopus: TITLE ((cybersecurit* OR “cyber security” OR cyber
threat* OR “cyber threat”) AND (agriculture* OR farm* OR “pre-
cision agriculture”)) OR AUTHKEY ((cybersecurit* OR “cyber se-
curity” OR cyberthreat* OR “cyber threat”) AND (agriculture* OR
farm* OR “precision agriculture”)) AND (LIMIT-TO (DOCTYPE,
“re”))

Web of Science: (((TI=cybersecurit* OR TI=“cyber security” OR
TI=cyberthreat* OR TI=“cyber threat”) AND (TI=agriculture* OR
TI=farm* OR TI=“precision agriculture”)) OR ((AK= cybersecu-
rit* OR AK=*“cyber security” OR AK=cyberthreat* OR AK=“cyber
threat”) AND (AK=agriculture* OR AK=farm* OR AK= “precision
agriculture”))) AND (DT==(“REVIEW”))

Scopus (LIMIT-TO (DOCTYPE, “re”)) refers to publications that
are classified “Review”. Likewise, Web of Science (DT==(“REVIEW”))
refers to publications that are classified “Review Article”.

After applying the previously defined search strings to identify the
need for an SLR in the scientific databases Scopus and Web of Science,
four articles were found in each one. Three of the eight articles were
duplicates, and one was discarded because it was not an actual SLR.
It should be emphasized that one conference article from a literature
review was added to the four articles found. This article was found
by applying the search strings to select the articles for the analysis in
Section 3.2. Stage 2. Conducting systematic literature review. Table 1
shows a synthesis of the five SLRs and their differences with our SLR.

In summary, the first literature review (Demestichas et al., 2020)
identified the rise of ICTs in the agricultural sector and its effects when
new methods or systems are used. The second literature review (Zhu
et al., 2023) identified deep learning models and methods and their
applications in sensor systems. The third literature review (Kjonas
and Wangen, 2023) determined cybersecurity threats and attacks in
agricultural technology. The fourth literature review (Bui et al., 2024)
evaluated existing cyber threat intelligence (CTI) techniques on smart
farm infrastructures (SFIs). The fifth literature review (Alahe et al.,
2024) presented an overview of security issues and threats in the
different layers of smart farming systems. Unlike these five SLRs, our
SLR is focused on cybersecurity in smart agriculture. Our SLR begins
with a bibliometric analysis of the main information about the data,
author’s keyword cloud, scientific production by year, sources of publi-
cation, scientific production of the countries over time, and a thematic
map. The second part answers six research questions (RQ) analyzing
cybersecurity challenges in agriculture, attacks and intrusion detection,
evaluating case studies, frameworks, models, and threats.

3.1.2. Development of a review protocol

Scopus includes more journals than Web of Science (Mongeon and
Paul-Hus, 2016; Singh et al., 2021), but there are journals that Web
of Science includes that are not in Scopus. Therefore, if comprehensive
results on a topic are desired, a single database is not sufficient in most
cases; several relevant or even partially relevant databases must be con-
sulted (Bar-Ilan, 2018). Therefore, IEEE Xplore, a database specializing
in scientific articles on engineering and ICT, was also considered as a
source of potential relevant articles for this SLR.

This research contemplates the documents published on cybersecu-
rity in agriculture in the scientific databases Scopus, Web of Science,
and IEEE Xplore until October 2024. The review protocol determines
the RQs, the search strategies for the extraction of publications, the
inclusion and exclusion criteria, and the evaluation of the quality of
the selected documents.

Research questions. In this SLR, six RQs were defined. The RQs are
related to cybersecurity in smart agriculture. In Table 2, we present
the RQs and the expected results.

After defining the RQs that are multiple related questions, these
questions will allow for reviewing different types of studies related
to cybersecurity in smart agriculture. Therefore, the PICOC method
(Population, Intervention, Comparison, Outcomes, Context) proposed
by Petticrew and Roberts (2008) is used, which helps the researcher to
define the review scope:
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Population (P): Cybersecurity.

Intervention (I): Computational paradigms used in smart agri-
culture.

Comparison (C): Computational paradigms and major cyberat-
tacks and cybersecurity countermeasures applied in smart agri-
culture.

Outcomes (0): Cybersecurity awareness in the implementation
of smart agriculture.

Context (C): Agriculture related environments.

The RQs defined in Table 2 are answered in the results of this SLR.
The RQs are responded to by analyzing, interpreting, and synthesizing
the results found in the selected documents.

Search strategy. The keywords and their synonyms and replacement
terms are:

+ Cybersecurity: (cybersecurit* OR “cyber security” OR cyberthreat*
OR “cyber threat”)
+ Agriculture: (agriculture* OR farm* OR “precision agriculture”)

Search strings were customized using keywords, synonyms, Boolean
operators (AND, OR), double quotation marks (‘”), and the asterisk (*)
as a wildcard symbol. Boolean operators allowed to join and combine
keywords and synonyms. The double quotation marks allowed for
searching for specific phrases. The asterisk allowed searching for the
singular and plural of keywords or synonyms.

Considering none of the scientific databases contains 100 % of
the scientific production of a specific area of knowledge, it is nec-
essary to use several databases to extract a more significant number
of documents (Gusenbauer and Haddaway, 2020; Pastor-Ramoén et al.,
2022). Therefore, the publications were extracted from Scopus, Web of
Science, and IEEE Xplore. For this purpose, we created a specific search
string for each scientific database. The search strings used are presented
below:

* Scopus: TITLE ((cybersecurit* OR “cyber security” OR cyberthreat*
OR “cyber threat”) AND (agriculture* OR farm* OR “precision
agriculture”)) OR AUTHKEY ((cybersecurit* OR “cyber security”
OR cyberthreat* OR “cyber threat”) AND (agriculture* OR farm*
OR “precision agriculture”))

Web of Science: ((TI=cybersecurit* OR TI=“cyber security” OR
TI=cyberthreat* OR TI=“cyber threat”) AND (TI=agriculture* OR
TI=farm* OR TI=“precision agriculture”)) OR ((AK=cybersecurit*
OR AK=‘“‘cyber security” OR AK=cyberthreat* OR AK=“cyber
threat”) AND (AK=agriculture* OR AK=farm* OR AK= “precision
agriculture”))

IEEE Xplore: ((“Document Title”:cybersecurit* OR “Document Ti-
tle”:“cyber security” OR “Document Title”:cyberthreat* OR “Doc-
ument Title”:“cyber threat”) AND (“Document Title”:agriculture*
OR “Document Title”:farm* OR “Document Title”:“precision agri-
culture”)) OR ((“Author Keywords”:cybersecurit* OR “Author
Keywords”:“cyber security” OR “Author Keywords”:cyberthreat*
OR “Author Keywords”:“cyber threat””) AND (“Author Keywords”:
agriculture* OR ‘“Author Keywords”:farm* OR “Author Key

M. @

words”: “precision agriculture”))

Inclusion and exclusion criteria. The inclusion and exclusion criteria are
intended to help select documents analyzed in an SLR. To this end,
documents that do not meet all the inclusion criteria are excluded
from the SLR. Similarly, documents that meet at least one exclusion
criterion are excluded from the SLR. The inclusion criteria defined for
the selection of documents in this SLR are as follows:

» I1. Documents written in English AND,

» 12. Documents containing the keywords “cybersecurity” or “cyber
security” or “cyberthreat” or “cyber threat” and “agriculture”
or “farm” or “precision agriculture” in their title or author’s
keywords.
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Table 1

SLR overtime on smart agriculture.
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References

SLR synthesis

What makes our SLR different?

Demestichas et al. (2020)

Kjonas and Wangen (2023)

Zhu et al. (2023)

Alahe et al. (2024)

Bui et al. (2024)

In 2020, an exhaustive literature research was conducted on
the existing and potential threats when incorporating ICTs in
agriculture. The results revealed that the agricultural sector
tends to be more vulnerable than other sectors using digital
tools. The new era of agriculture emerged with smart
agriculture or agriculture 4.0. Smart agriculture faces
significant security challenges in growing and producing
agricultural products using ICTs. In addition, innovations,
techniques, advantages, threats, and measures regarding the
impact of using ICTs in agriculture were highlighted. Finally,
the authors concluded that for a new method or system to be
successful, it must be able to (i) reduce costs, (ii) save time,
(iii) increase confidence, and (iv) reduce risks. In addition,
stakeholders in the agricultural sector must adopt new ways
of working with methods or systems that are safe, reliable,
usable, increase productivity, and add value to the business.

In 2023, a literature review researched cybersecurity in
agricultural technology. This review included 19 documents
published since 2017. The findings presented in the results
determined that the majority of studies conducted are on the
topics of threats and potential attacks.

In 2023, a systematic investigation of deep learning models
and methods and their applications in sensor systems was
carried out. In addition, it presents a summary of
implementation tips, links to tutorials, models, and open
access codes. Also, it provides an overview of deep learning
sensor systems, highlighting future challenges and
opportunities.

In 2024, a literature review on cybersecurity in smart
agriculture was conducted by answering two research
questions, “RQ1: What are the current advancements,
challenges, and potential future research scopes in the
implementation of data security within smart agriculture?”
and “RQ2: How can the integration of cryptographic
solutions and edge computing devices in smart agriculture be
optimized to maximize their impact?”. The results identified
security threats in smart agriculture systems, advances and
highlighted the need to improve data security. The authors
concluded that there are barriers in sustainable agriculture
on cybersecurity that need to be addressed to protect data
manipulated by technological resources.

In 2024, a systematic literature review was conducted to
evaluate existing CTI techniques in SFIs. In addition, a
taxonomy of CTI tailored to SFIs was developed. One
potential finding highlights the need for a virtual Chief
Information Security Officer (vCISO) in smart agriculture.
The authors concluded that a vCISO framework needs to be
integrated into smart farming practices to strengthen
cybersecurity.

This literature review research identified
the rise of ICT in the agricultural sector
and its effects when new methods or
systems are used. It is important to note
that their literature review was
performed in 2020, while our SLR is up
to date as of October 2024.

This literature review determined the
potential threat and attack issues on
cybersecurity in agricultural technology.
The main difference of our study is that
we evaluated 58 selected documents
published in journals, conferences, book
chapters, and one book.

This literature review identified deep
learning models and methods and their
applications in sensor systems.
Furthermore, our study covers specific
criteria that were not taken into account
such as challenges in agriculture, attacks
and intrusion detection, case study
evaluation, frameworks, models and
threats.

This literature review provided an
overview of security issues and threats
in the different layers of smart
agriculture systems. In addition, a
synthesis of advances and future lines of
research in cybersecurity in smart
agriculture was presented. However, no
details are provided for the digital
twins, the STRIDE and PASTA models.

This systematic literature review
evaluated existing CTI techniques on
SFIs. In contrast, our work provides a
comprehensive SLR, contributing
valuable insights to new proposals in the
field as the Cybersecurity Framework
2.0.

Table 2
Research questions.

No. Research question Expected results
RQ1 What are the cybersecurity challenges in agriculture? IoT, smart agricultural machines, economy, ontology, and
supply chain.
RQ2 What are the cybersecurity attacks and intrusion Intrusion detection systems, cyber-attacks, and
detection applied in agriculture? Cyber-physical attack graphs (CPAGs).
RQ3 What are the assessed case studies of cybersecurity in Assessed, application of surveyed, workshop, comparative
agriculture? study, and test applied.
RQ4 What are the cybersecurity frameworks applied in Frameworks.
agriculture?
RQ5 What are the cybersecurity models applied in Models.
agriculture?
RQ6 What are the cybersecurity threats in agriculture? Threats.
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Table 3
Quality assessment checklist.
No. Quality assessment question
QA1 Are the articles, books, book chapters, conferences a
full or short document (not just an abstract)?
QA2 Are the empirical results related to challenges, or

attacks and intrusion detection, or assessed case
studies, or frameworks, or models, or threats?

QA3 Are the research goals related to cybersecurity in
smart agriculture?
QA4 Are the search keywords in the title, or abstract or

author keywords of the extracted documents?

The exclusion criteria defined in this SLR are as follows:

» E1. Documents that are secondary research (e.g., an SLR) OR,

+ E2. Documents duplicate OR,

« E3. Documents not accessible (documents that cannot be down-
loaded) OR,

» E4. Documents that do not have cybersecurity on smart agricul-
ture as an object of study (for example, wind farms, photovoltaic
farms, solar farms, etc.).

Quality assessment. Quality assessment (QA) allows the inclusion or
exclusion of documents through a set of questions. Four evaluation
questions have been defined to measure the quality of each document.
Each question has a value of 1 giving a total score of 4. The minimum
score that documents must meet to be included in the SLR is 3. The QA
questions are presented in Table 3.

QA1: Yes (value = 1.00) if the selected documents for SLR are
articles, books, book chapters, or conferences; No (value = 0.00) if the
selected documents are abstracts, reports, letters to the editor, etc.

QAZ2: Yes (value = 1.00) if the selected documents on cybersecurity
in smart agriculture in the empirical results contribute to one or more of
the following categories: challenges, or attacks and intrusion detection,
or assessed case studies, or frameworks, or models, or threats; No (value
= 0.00) if the selected documents do not contribute to any category.

QA3: Yes (value = 1.00) if the two keywords defined in the “search
strategy” (cybersecurity and agriculture) or replacement terms are
included in the goal of the selected documents; Partially (value = 0.50),
if only one of the keywords or replacement terms is included in the goal
of the selected documents; No (value = 0.00), if none of the keywords
or replacement terms is included in the goal of the selected documents.

QA4: Yes (value = 1.00) if the two keywords defined in the “search
strategy” (cybersecurity and agriculture) or substitution terms are in-
cluded in the title, abstract, and authors’ keywords in the extracted
documents; Partially (value = 0.50) if the search keywords or substi-
tution terms are included in two of the three cases (title, abstract or
authors’ keywords) in the extracted documents; No (value = 0.00), if
none of the search keywords or substitution terms are included in the
title, abstract and authors’ keywords in the extracted documents.

3.2. Stage 2. Conducting the systematic literature review

3.2.1. Identification of research

The scientific databases used to select documents are Scopus, Web
of Science, and IEEE Xplore because these databases index documents
from different high-impact indexed journals. In addition, they meet the
following requirements:

» Peer reviewers evaluate the documents.

» These databases index articles, books, chapters of books, confer-
ences, etc.

+» These databases allow the use of customized search strings.

Computers & Security 150 (2025) 104284

3.2.2. Selection of studies

After applying search strings in the scientific databases Scopus, Web
of Science, and IEEE Xplore, 130 documents were found. Then, apply-
ing the inclusion and exclusion criteria, 58 documents were selected for
the analysis in this SLR. The details of the document selection process
are presented in Fig. 2 following the PRISMA flowchart.

The researchers carried out the study selection procedure in three
phases. In the identification phase, the researcher retrieved the doc-
uments from the Scopus, Web of Science, and IEEE Xplore databases
through search strings defined in the search strategy. In the screen-
ing/eligibility phase, documents written in English and documents
containing the keywords “cybersecurity” or “cyber security” or “cy-
berthreat” or “cyber threat” and “agriculture” or “farm” or “precision
agriculture” in their title or author’s keywords were included. In ad-
dition, the researchers excluded duplicate documents, documents not
accessible, documents that are secondary research (e.g., an SLR), and
documents that do not have cybersecurity in agriculture as a subject
of study (e.g., wind farms, photovoltaic farms, solar farms, etc.); this
was done by the researchers. In the study selection and data extraction
phase, disagreements were resolved by consensus and discussion among
the researchers.

3.2.3. Study quality assessment

The documents extracted considering the inclusion and exclusion
criteria were also evaluated with the QA questions presented in Table 3.
Table 4 presents the results of the QA of the selected documents. All the
documents in the selection process obtained a minimum score of 3 and
were therefore used in the subsequent analysis.

3.3. Stage 3. Reporting the systematic literature review

In this stage of the study, the RQs are addressed through a system-
atic analysis of the selected documents, with the findings serving as
the basis for the responses. The results highlight the most important
aspects found in the documents. The report is presented in the following
section.

4. Results

In this section, the results are divided into two parts. A bibliometric
analysis of the extracted documents is performed in the first part, and
then, the RQs are answered in the second part.

4.1. Bibliometric analysis of selected documents

In this research, the bibliometric analysis was carried out using the
bibliometrix package in R (Biiyiikk: dik, 2022). The bibliometric anal-
ysis contains a cloud with authors’ keywords and three-field plot, the
most relevant sources, the scientific production by year, the scientific
production of countries over time, and a thematic map of the keywords
plus, considering that keywords plus are as effective as author keywords
for the bibliometric analysis of the knowledge structure of scientific
fields (Moawia Mohammed et al., 2024; Zhang et al., 2016).

4.1.1. Main information and word cloud of authors’ keywords

The main information presents an overview of the data (main in-
formation about data, document types, authors and document content)
of the 58 documents selected for analysis. The 58 selected documents
were published from 2017 to 2024 in 52 sources. The results can be
seen in Fig. 3.

Of the 58 documents selected, a word cloud of 100 authors’ key-
words was made. In Fig. 4, we can see the authors’ keywords, with the
largest font size representing each word’s frequency of repetition.
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Table 4

Selected documents and quality assessment results, sorted by the reference and publication year.
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References Document type Country Category Quality assessment

QA1 QA2 QA3 QA4 Score
Chi et al. (2017) Conference United States Frameworks 1.00 1.00 1.00 1.00 4.00
Barreto and Amaral (2018) Conference Portugal Challenges 1.00 1.00 1.00 1.00 4.00
Geil et al. (2018) Article United States Assessed case studies 1.00 1.00 0.50 0.50 3.00
Straub (2018) Conference United States Challenges 1.00 1.00 0.50 0.50 3.00
Duncan et al. (2019) Article United States Challenges 1.00 1.00 1.00 1.00 4.00
Patel and Doshi (2019) Book chapter India Challenges 1.00 1.00 0.50 0.50 3.00
Chukkapalli et al. (2020) Conference United States Assessed case studies 1.00 1.00 0.50 0.50 3.00
Kristen et al. (2020) Article Austria Challenges 1.00 1.00 1.00 0.50 3.50
Nikander et al. (2020) Article Finland Challenges 1.00 1.00 1.00 1.00 4.00
Prodanovié¢ et al. (2020) Article Serbia Models 1.00 1.00 1.00 1.00 4.00
Van der Linden et al. (2020) Article Israel Challenges 1.00 1.00 1.00 0.50 3.50
Asif et al. (2021) Conference Bangladesh Models 1.00 1.00 1.00 1.00 4.00
Bathalapalli et al. (2021) Conference United States Challenges 1.00 1.00 1.00 1.00 4.00
Despoudi et al. (2021) Book United Kingdom Challenges 1.00 1.00 0.50 0.50 3.00
Drape et al. (2021) Article United States Assessed case studies 1.00 1.00 1.00 1.00 4.00
Dutta et al. (2021) Article United States Challenges 1.00 1.00 1.00 0.50 3.50
Kristen et al. (2021) Article Austria Assessed case studies 1.00 1.00 1.00 1.00 4.00
Peppes et al. (2021) Article Greece Models 1.00 1.00 1.00 1.00 4.00
Tariq et al. (2021) Conference Pakistan Challenges 1.00 1.00 0.50 0.50 3.00
Yazdinejad et al. (2021) Article Canada Threats 1.00 1.00 1.00 1.00 4.00
Agarwal et al. (2022) Conference United Kingdom Assessed case studies 1.00 1.00 0.50 1.00 3.50
Alahmadi et al. (2022) Article Saudi Arabia Models 1.00 1.00 1.00 0.50 3.50
Erdei-Gally and Vagany (2022) Article Hungary Assessed case studies 1.00 1.00 0.50 0.50 3.00
Ferrag et al. (2022) Article Algeria Attacks and intrusion detection 1.00 1.00 1.00 1.00 4.00
Gaggero Battista et al. (2022) Conference Italy Frameworks 1.00 1.00 1.00 1.00 4.00
Heikkild et al. (2022) Article Finland Challenges 1.00 1.00 1.00 1.00 4.00
Hoffmann et al. (2022) Conference Germany Attacks and intrusion detection 1.00 1.00 1.00 1.00 4.00
Priyadharshini and Balamurugan (2022) Conference India Challenges 1.00 1.00 1.00 1.00 4.00
Aldhyani and Alkahtani (2023) Article Saudi Arabia Models 1.00 1.00 1.00 1.00 4.00
Arya et al. (2023) Conference India Challenges 1.00 1.00 1.00 1.00 4.00
Balaji et al. (2023) Conference United States Challenges 1.00 1.00 1.00 1.00 4.00
Barrére et al. (2023) Article United Kingdom Attacks and intrusion detection 1.00 1.00 1.00 0.50 3.50
Caviglia et al. (2023) Article Italy Frameworks 1.00 1.00 1.00 1.00 4.00
El-Ghamry et al. (2023) Article Egypt Attacks and intrusion detection 1.00 1.00 1.00 1.00 4.00
Oussous et al. (2023) Conference Morocco Challenges 1.00 1.00 0.50 0.50 3.00
Padhy et al. (2023) Article India Frameworks 1.00 1.00 1.00 1.00 4.00
Shaik et al. (2023) Article India Models 1.00 1.00 1.00 1.00 4.00
Taji et al. (2023) Article Morocco Models 1.00 1.00 1.00 1.00 4.00
Usmani et al. (2023) Book Chapter India Threats 1.00 1.00 0.50 0.50 3.00
Vangipuram et al. (2023) Conference United States Challenges 1.00 1.00 1.00 0.50 3.50
Valenza et al. (2023) Article Italy Models 1.00 1.00 0.50 0.50 3.00
Verma et al. (2023) Book Chapter India Threats 1.00 1.00 1.00 0.50 3.50
Bissadu et al. (2024a) Conference United States Frameworks 1.00 1.00 1.00 1.00 4.00
Bissadu et al. (2024b) Conference United States Assessed case studies 1.00 1.00 1.00 1.00 4.00
Bissadu et al. (2024c) Conference United States Assessed case studies 1.00 1.00 1.00 1.00 4.00
Eleftheriadis et al. (2024) Conference Cyprus Frameworks 1.00 1.00 1.00 0.50 3.50
Kaushik (2024) Book chapter India Challenges 1.00 1.00 1.00 0.50 3.50
Kataev et al. (2024) Article Russian Federation Challenges 1.00 1.00 1.00 0.50 3.50
Kuppusamy and Khang (2024) Book chapter India Models 1.00 1.00 1.00 0.50 3.50
Leligou et al. (2024) Article Greece Challenges 1.00 1.00 0.50 0.50 3.00
Morchid et al. (2024) Article Morocco Challenges 1.00 1.00 1.00 0.50 3.50
Quadri et al. (2024) Article India Attacks and intrusion detection 1.00 1.00 1.00 0.50 3.50
Sharma and Garg (2024) Book chapter India Challenges 1.00 1.00 1.00 1.00 4.00
Sitnicki et al. (2024) Article Ukraine Challenges 1.00 1.00 1.00 1.00 4.00
Vangipuram et al. (2024) Conference United States Challenges 1.00 1.00 1.00 1.00 4.00
Vardhan et al. (2024) Conference India Frameworks 1.00 1.00 1.00 0.50 3.50
Zelisko et al. (2024) Article Ukraine Challenges 1.00 1.00 0.50 0.50 3.00
Zidi et al. (2024) Article Saudi Arabia Attacks and intrusion detection 1.00 1.00 1.00 1.00 4.00

*Country. Countries were obtained from the affiliation of the first author of each document. *Conference. Conference paper.

4.1.2. Most relevant sources

The 58 selected documents were published in 30 journals, 21 con-
ferences, 6 book chapters, and 1 book. Sensors journal published three
articles (Alahmadi et al., 2022; Peppes et al., 2021; Prodanovi¢ et al.,
2020), Frontiers in Bioengineering and Biotechnology journal two ar-
ticles (Drape et al., 2021; Duncan et al., 2019), IEEE Access journal
two articles (Caviglia et al., 2023; Dutta et al., 2021), Applied Sciences
journal two articles (Kristen et al., 2021; Yazdinejad et al., 2021), and
one document in each of the remaining 21 journals. In Table 5, we
show the sources with the number of documents published.

4.1.3. Scientific production per year

The 58 documents selected for analysis in this SLR were published
between 2017 and 2024. The most publications occurred in 2024, with
16 documents; in 2023, with 14 documents; in 2021, with 9 documents;
in 2022, with 8 documents; in 2020, with 5 documents. In 2018, there
were 3 documents; in 2019, there were 2 documents, and in 2017,
there was only 1 document. The results show an overall increase in the
number of documents published over the years, indicating a growing
interest and work in cybersecurity in smart agriculture due to the
incorporation of new computational paradigms. In Fig. 5, we show
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Table 5

Most relevant sources sorted by the number of references and the source.
Sources Source type References
Sensors Journal Alahmadi et al. (2022), Peppes et al. (2021),

Prodanovi¢ et al. (2020)

IEEE Access Journal Caviglia et al. (2023), Dutta et al. (2021)
Frontiers in Bioengineering and Biotechnology Journal Drape et al. (2021), Duncan et al. (2019)
Applied Sciences Journal Kristen et al. (2021), Yazdinejad et al. (2021)

Advances in Cyberology and the Advent of the Next-Gen
Information Revolution

12th International Conference on Cyber Warfare and Security,
ICCWS 2017

9th International Conference on Intelligent Systems 2018: Theory,
Research and Innovation in Applications, IS 2018

International Food and Agribusiness Management Review
Proceedings - Applied Imagery Pattern Recognition Workshop
Lecture Notes in Intelligent Transportation and Infrastructure

IEEE 6th Intl Conference on Big Data Security on Cloud, Big Data
Security 2020, IEEE Intl Conference on High Performance and
Smart Computing, HPSC 2020 and IEEE Intl Conference on
Intelligent Data and Security, IDS 2020

Ercim News
Computers and Electronics in Agriculture
IEEE Technology and Society Magazine

3rd International Conference on Sustainable Technologies for
Industry 4.0, STI 2021

19th OITS International Conference on Information Technology,
OCIT 2021

Agricultural Supply Chains and Industry 4.0: Technological Advance

for Sustainability

Procedia Computer Science

ACM International Conference Proceeding Series

Ukrainian Food Journal

IEEE/CAA Journal of Automatica Sinica

26th International Conference Electronics, Electronics 2022
Network

Lecture Notes in Informatics (LNI), Proceedings - Series of the
Gesellschaft fur Informatik (GI)

International Conference on Innovative Computing, Intelligent
Communication and Smart Electrical Systems, ICSES 2022

Mathematics

International Conference on Contemporary Computing and
Informatics, IC3I 2023

Computers and Security

IEEE 14th Annual Ubiquitous Computing, Electronics and Mobile
Communication Conference, UEMCON 2023

Internet of Things (Netherlands)

9th International Conference on Optimization and Applications,
ICOA 2023

Processes

International Journal of Safety and Security Engineering
Data and Metadata

IEEE Transactions on Dependable and Secure Computing

21st International Conference on Information Technology, OCIT
2023

IEEE 5th World AI IoT Congress, AlloT 2024

12th International Symposium on Digital Forensics and Security,
ISDFS 2024

IEEE International Conference on Consumer Electronics, ICCE 2024
28th International Conference on Information Technology, IT 2024

Systems Research and Behavioral Science

Book Chapter

Conference

Conference

Journal
Conference
Book chapter

Conference

Journal
Journal
Journal

Conference

Conference

Book

Conference
Conference
Journal
Journal
Conference
Journal

Conference

Conference

Journal

Conference

Journal

Conference

Journal

Conference

Journal
Journal
Journal
Journal

Conference

Conference

Conference

Conference
Conference

Journal

Usmani et al. (2023), Verma et al. (2023)

Chi et al. (2017)

Barreto and Amaral (2018)

Geil et al. (2018)

Straub (2018)

Patel and Doshi (2019)
Chukkapalli et al. (2020)

Kristen et al. (2020)
Nikander et al. (2020)

Van der Linden et al. (2020)
Asif et al. (2021)

Bathalapalli et al. (2021)

Despoudi et al. (2021)

Tariq et al. (2021)

Agarwal et al. (2022)
Erdei-Gally and Vagany (2022)
Ferrag et al. (2022)

Gaggero Battista et al. (2022)
Heikkila et al. (2022)
Hoffmann et al. (2022)

Priyadharshini and Balamurugan (2022)

Aldhyani and Alkahtani (2023)
Arya et al. (2023)

Barreére et al. (2023)
Balaji et al. (2023)

El-Ghamry et al. (2023)
Oussous et al. (2023)

Padhy et al. (2023)
Shaik et al. (2023)

Taji et al. (2023)
Valenza et al. (2023)
Vangipuram et al. (2023)

Bissadu et al. (2024a)
Bissadu et al. (2024c)

Bissadu et al. (2024b)
Eleftheriadis et al. (2024)
Kataev et al. (2024)

(continued on next page)
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Sources

Source type References

Convergence of Cloud with Al for Big Data Analytics: Foundations
and Innovation

Agriculture and Aquaculture Applications of Biosensors and
Bioelectronics

Electronics (Switzerland)

Results in Engineering

Journal of Theoretical and Applied Information Technology
Intelligent Security Solutions for Cyber—Physical Systems

Agriculture (Switzerland)
IFIP Advances in Information and Communication Technology

2nd IEEE International Conference on Networking and
Communications 2024, ICNWC 2024

Ekonomika APK

Engineering Applications of Artificial Intelligence

Book chapter Kaushik (2024)

Book chapter Kuppusamy and Khang (2024)

Journal Leligou et al. (2024)
Journal Morchid et al. (2024)
Journal Quadri et al. (2024)

Book chapter Sharma and Garg (2024)

Journal Sitnicki et al. (2024)
Conference Vangipuram et al. (2024)
Conference Vardhan et al. (2024)
Journal Zelisko et al. (2024)
Journal Zidi et al. (2024)

Main information about data

Timespan: 2017-2024
Documents: 58
Sources (Journals, Books, etc): 52

Document types

Article: 30

Book: 1

Book chapter: 6
Conference paper: 21

Authors: 237

Document contents

Keywords Plus: 397
Author's Keywords: 221

Fig. 3. Overview of the main information about the data.

the trend in agricultural cybersecurity publications over time and their
growth. The exponential approximation of the number of publications
per year is also shown.

4.1.4. Scientific production of countries over time

The geographical analysis of the countries in which were published
was linked to the country of affiliation of the first author of each
selected document. The results show that the documents come from
21 countries: United States, the India, United Kingdom, Saudi Arabia,
Morocco, Italy, Ukraine, Greece, Finland, and Austria are the countries
with the highest number of documents in this SLR. In Fig. 6, we
present the countries of affiliation of authors and co-authors and their
publication trends from 2017 to October 2024.
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Fig. 4. Word cloud of authors’ keywords.
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Fig. 5. Scientific production per year.

4.1.5. Thematic map

The thematic map is composed of groups of keywords and their
interconnections. These groups are called themes and are classified into
four categories (Lopez-Robles et al., 2019): “Motor Themes”, “Niche
Themes”, “Emerging or Declining Themes”, and “Basic Themes”. The
thematic map was elaborated with the “keywords plus” of the 58
selected documents. Fig. 7 shows nine clusters of occurrence networks
obtained from the keywords plus (Moawia Mohammed et al., 2024).
Three of the nine clusters are in the “Motor Themes” quadrant, meaning
these themes are well developed in the research in the selected doc-
uments. Likewise, in the “Emerging or Declining Themes” quadrant,
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Fig. 6. Scientific production of countries over time.

there are three clusters of occurrence networks, which are basic or
cross-cutting themes in the research. In the “Basic Themes” quadrant,
we have a cluster of occurrence network with themes not yet well
developed in the research.

4.2. Answering the research questions with the selected documents

In this subsection, the RQs are answered according to the find-
ings found in the selected documents. The results highlight the most
important aspects found in the documents.

4.2.1. RQ1: What are the cybersecurity challenges in agriculture?

The selected documents have identified that the challenges focus
on IoT, smart agricultural machines, challenges and trends, the role
and reflections of smart agriculture in the economy, supply chain, and
cyber insurance. Immersed in these challenges is the use and applica-
tion of emerging technologies and new computational paradigms. The
cybersecurity challenges in agriculture are presented below:

1. Challenges and trends. Some reflections and challenges on
smart agriculture’s security (Barreto and Amaral, 2018) threats
and how to overcome them were addressed. In addition, security
means financial investment and smart agriculture has even more
cybersecurity impacts. Threats of cyber-attacks when adopting
technologies to optimize food production processes were high-
lighted. In addition, it was discussed how farmers’ culture and
attitudes can influence cybersecurity. It was also expressed that
cybersecurity threats from one country to another may differ
according to different social environments in the agricultural
sector. Similarly, it examined cybersecurity challenges in the
increasing reliance on technology in smart agriculture (Sharma
and Garg, 2024), such as Al and the IoT, which are generating
new vulnerabilities. In addition, cybersecurity trends and chal-
lenges in cyber attacks and the need to develop more robust
security solutions were discussed. Future directions of cyberse-
curity research to protect smart agricultural systems were also
explored.
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2. Internet of things. As more and more things become con-

nected to the Internet (Patel and Doshi, 2019), from portable
devices to industrial sensors, more security threats emerge as
personal and sensitive data becomes exposed to ransomware
attacks that can wreak havoc. Therefore, key challenges to keep
the IoT ecosystem safe from cyber threats were examined by
analyzing application and component vulnerabilities and explor-
ing lightweight cryptographic solutions. In addition, IoT helps
farmers monitor field conditions through connected edge devices
for real-time analytics (Bathalapalli et al., 2021). However, the
duplicity of an IoT device, system security vulnerabilities, and
data integrity put all processes in the agricultural sector at
risk. Therefore, a hardware security primitive based on a phys-
ical unclonable function (PUF) was presented to authenticate
Internet of Agro-Things (IoAT) devices. Also, the AFarCloud
project (Kristen et al., 2020), which implemented the Agriculture
IoT (AIoT) to ensure secure communication between agricultural
sensors and the cloud, addressing cybersecurity risks, was suc-
cessfully developed. The project seeks to establish standards and
guidelines for cybersecurity in Agriculture 4.0 in the European
Union.

On the other hand, the authors examined the main security
challenges in smart IoT applications such as smart agriculture,
e-health, and energy (Tariq et al., 2021). It also highlighted
the importance of understanding and addressing vulnerabili-
ties to ensure the security of a growing IoT environment. The
findings underscored the need for proactive and technologically
advanced security solutions to mitigate emerging cyber threats.
Also, IoT and cloud computing improve production in the agri-
cultural sector through cost control, performance monitoring,
and maintenance (Kaushik, 2024). For this reason, an intelligent
drone has been implemented to manage real-time data using IoT
and cloud computing to build sustainable smart agriculture.
Finally, in the results of the selected documents, it has been
found that an IoT architecture has been developed that inte-
grates blockchain (Kataev et al., 2024) to improve data security
in agricultural systems to ensure greater security in data trans-
mission over networks. Also, a real-time fire detection system
adapted to smart agriculture has been developed (Morchid et al.,
2024) using the IoT, integrated systems, and Flask-based web
software that considers cybersecurity measures such as login
authentication and secure HTTP protocols.

. Smart agricultural machines. IoT-based greenhouse agricul-

ture faces the challenge of ensuring the confidentiality and
integrity of data transmitted over protocols such as MQTT and
12C (Oussous et al., 2023). To this end, the authors focused on
visual optimization tools, elliptic curve cryptography in PAY-
LOAD security, and data analytics in prediction. In addition,
the choice of fixed and mobile nodes and how these influ-
ence energy efficiency, environmental preservation, and overall
system performance was addressed. Adopting IoT, Unmanned
Aerial Vehicles (UAV), and blockchain in agriculture has revo-
lutionized farming activities and introduced cybersecurity chal-
lenges (Balaji et al., 2023). Hence, the current status of IoT-based
precision farming systems was reviewed, including their tech-
nological applications, cybersecurity challenges, and mitigation
measures. Also, CroPAiD (Vangipuram et al., 2024) is a system
that uses storage-IPFS and IOTA Tangle to improve agricultural
sensor data’s security and privacy, bypassing centralized sys-
tems’ limitations through an edge node that generates secure
and distributed hashes. Current challenges in information gath-
ering in multi-robot precision agriculture were explored (Dutta
et al., 2021), highlighting the importance of trajectory plan-
ning, data security, and energy efficiency as significant hurdles.
The interdependence of these challenges determined that there
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must be a balance between theoretical optimization, data in-
tegrity, and energy consumption, for which specialized research
must be conducted to address the unique needs of precision
agriculture. Challenges and case studies were presented in im-
plementing uncrewed agricultural tractors in private mobile net-
works (Heikkila et al., 2022). In addition, connectivity solutions,
including technologies such as 4G and 5G, satellites, and tacti-
cal networks, were discussed for remote control of agricultural
machinery. Also, the results of a comparative technology anal-
ysis and field test were discussed, highlighting cybersecurity
requirements and opportunities for future research in smart
agriculture.

. Role and reflections of the smart agriculture in economic.
The role of smart agriculture in economic growth was ex-
amined (Priyadharshini and Balamurugan, 2022), highlighting
emerging technologies such as uncrewed aerial vehicles in agri-
cultural environments. Cybersecurity threats and challenges in
implementing security in smart agriculture were discussed, high-
lighting the importance of addressing these issues to ensure the
security of agricultural supply chains. The cyberbiosecurity of
U.S. food and agricultural systems (Duncan et al., 2019) deter-
mined that providing adequate protection from cyber criminals
is crucial. A multidisciplinary approach is needed to integrate
agriculture, food, engineering, and ICT. Also, it was critical to
develop risk assessment and mitigation strategies, train workers,
and apply policies and regulations to improve communication
across sectors. Likewise, it was articulated and delved into the
security issues of the main technologies of Agriculture 4.0 (Arya
et al., 2023), emphasizing security measures since the devices
produce a large amount of data that must be safeguarded from
initial detection to final decision-making and storage at each
stage of the agroecosystem.

On the other hand, economic security in agricultural enterprises
was analyzed (Zelisko et al., 2024), demonstrating that smart
agriculture increases agribusiness efficiency. An analysis of suc-
cessful examples of digital technologies, such as John Deere,
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increased by 56 % from 2019 to 2023, reaching $61.3 billion,
and the Agricultural Bank of China increased its revenue by 60 %
from 2019 to 2023, reaching 39.9 billion yuan. The analysis
also covered the state of the Ukrainian agricultural sector and
identified the potential operations of Myronivsky Hliboproduct
and the issues and challenges facing this company in the con-
text of innovation. It concluded that the new computational
paradigms such as Big Data, blockchain technologies, drones,
satellite technologies, and Al improve agribusiness management
and help predict yields and optimize agricultural processes.

. Supply chain. Agriculture 4.0 (Despoudi et al., 2021) lever-

ages disruptive technologies such as Al and the IoT to opti-
mize food production and address security challenges. How-
ever, more research is still needed on the new operating and
business models driven by these technologies and their im-
pact on the sustainability, circular economy, and resilience of
agricultural supply chains. An application was designed with
the IoT-Edge device Raspberry Pi to detect the data from the
DHT11 sensor (Vangipuram et al., 2023). In addition, tempera-
ture and humidity data were collected from the IoT-Edge device.
It sent the statistics directly to the Distributed Ledger with a
Masked Authenticated Message (MaM) and called it agroString
2.0. agroString 2.0, with the help of a distributed ledger, con-
tributed aspects of data security in the supply chain domain
with zero cost and faster transaction times. The system increased
sensor data security and provided integrity by delivering quality
food data to end consumers. The FISHY platform (Leligou et al.,
2024) was unveiled to protect ICT systems from multiple attacks
and increase the confidence of supply chain actors. It used
machine learning and blockchain to detect and mitigate threats.
It was adaptable and could be applied in other systems, such as
healthcare.

. Cyber insurance. Smart agriculture through IoT and cloud com-

puting was analyzed, considering cybersecurity is crucial to
protecting agricultural information systems. Automation in agri-
culture reduces labor and improves information processing, yet
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cyber risks can significantly disrupt farming operations. For
this, an algorithm was developed (Sitnicki et al., 2024) that
makes it possible to conclude a cyber threats insurance contract
focused on customer requirements in cooperation between an
agricultural company and an insurance company, considering
that the need for cyber insurance differs from region to region. In
addition, cyber insurance can minimize the likelihood of cyber
incidents with the support of cybersecurity specialists.

4.2.2. RQ2: What are the cybersecurity attacks and intrusion detection
applied in agriculture?

The selected documents examined intrusion detection systems (IDS)
for Agriculture 4.0, the increase of cyber-attacks in the agricultural
sector due to the adoption of emerging technologies, the proposal of an
IDS based on Deep Learning, the rule-based approach to design more
complex CPAGs, criteria for evaluating, classifying, and assessing IDS
in cybersecurity in Agriculture 4.0, and An IDS is proposed to identify
cyber-attacks in IoAT. Cybersecurity attacks and intrusion detection
applied in agriculture are presented below:

1. Intrusion detection systems. IDS for Agriculture 4.0 were
examined (Ferrag et al.,, 2022), evaluating their performance
against cyber threats in emerging technologies such as cloud
computing, Fog/Edge computing, autonomous tractors, network
virtualization, drones, IoT, smart grids, and industrial agricul-
ture. IDS were classified according to machine learning tech-
niques and identified challenges and future directions in cyber-
security for Agriculture 4.0.

A Deep Learning-based IDS was proposed to detect intruders in
agricultural IoT networks (El-Ghamry et al., 2023). The NSL-
KDD dataset allowed the evaluation of the proposed method
by feature selection and image conversion. Then, these images
were learned for intrusion detection using different CNN archi-
tectures, such as the VGG16, Inception, and Xception models.
In addition, their performance was compared with traditional
machine learning algorithms.

The document (Quadri et al., 2024) described the criteria for
evaluating, classifying, and assessing IDS in cybersecurity in
Agriculture 4.0 using ABCIS techniques (AI, Blockchain Tech-
nology, Cloud computing, IoT, and software-defined networking
(SDN)). In addition, obstacles and potential gaps to be investi-
gated for cybersecurity IDSs in Agriculture 4.0 were outlined.
An IDS is proposed (Zidi et al., 2024) to identify cyber-attacks in
IoAT using the Downsized Kernel Partial Least Square (DKPLS)
method, which extracts and reduces the dimension of data fea-
tures to improve detection performance. The proposed IDS is
evaluated on a new industrial IoT dataset, X-IIoTID. The results
achieved an accuracy rate of 99.92% for binary classification and
99.99% for multi-class classification.

2. Cyber-attacks. The increase in cyber-attacks, especially ran-

somware, in the agricultural sector was discussed, highlighting
the growing vulnerability due to the adoption of precision tech-
nologies in smart agriculture (Hoffmann et al., 2022). The need
to research and address vulnerabilities specific to smart agricul-
ture was raised. In addition, cybersecurity management systems
should be implemented to reduce future attacks and the cost of
protecting them.
A scalable rule-based methodology for building complex CPAGs
was proposed (Barrére et al., 2023), and risk analysis techniques
using Bayesian CPAGs were analyzed. In addition, its application
in smart agriculture was demonstrated with the open-source
tool T-CITY for CPAG design and analysis. The CPAG integrated
aspects of cyber and physical security, which made it possible to
analyze sophisticated cyber-physical attacks.
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4.2.3. RQ3: What are the assessed case studies of cybersecurity in agricul-
ture?

The selected documents conducted the evaluation of dairy farms,
application of a survey to measure perceptions, application of a survey
to farmers in Hungary to find out their opinion on precision farm-
ing, virtual workshop to determine challenges, solutions, and gaps,
comparative study using machine learning in network traffic, smart
agricultural ontology, evaluation process with the IEC 62443 standard
for agricultural systems, a test applied to the MacDonald dairy industry,
a methodology of fuzzy cognitive mapping, and cyber threats and
human factors in Agriculture 5.0. The evaluated cases of cybersecurity
in agriculture are presented below:

1. Survey. Eighteen hundred farmers and agribusiness owners

were surveyed (Geil et al., 2018) about their perceptions of
cybersecurity, and how age, gender and education might affect
those perceptions. The results showed that more than half of the
respondents had been victims of cyber attacks. It concludes that
technology can improve productivity in agriculture, but it must
be protected and secure.
An 18-question questionnaire was developed and administered
to 110 farmers in Hungary in September 2022 to determine
their thoughts about precision farming (Erdei-Gally and Vagany,
2022). According to the respondents’ results, 81 % of the farmers
use some support system, 70 % believe that precision technology
systems are too expensive, and 31 % would like to have more
knowledge about precision technologies (productivity, planting,
input distribution).

2. Network. The research described findings found on six Finnish

dairy farms (Nikander et al., 2020), assessing the state of cy-
bersecurity on their local networks and connected devices. They
analyzed real farm case studies, identifying challenges such as
farmers’ need for knowledge about network topologies, malware
protection, backups, etc. In addition, they concluded that there
is a low preparedness for cybersecurity in primary agricultural
production; considering the small sample size, this study is
preliminary, so the results cannot be generalized.
Another study (Peppes et al., 2021) compared the performance
of five machine learning classifiers in network traffic classifica-
tion, individually and with hard and soft voting methods. The
NSL-KDD dataset was used in three variants, and it was found
that the ensemble voting models achieved higher accuracy in
most cases. These solutions had potential applications in net-
work traffic classification in Agriculture 4.0, thus contributing
to a more secure and robust network infrastructure.

3. Supply chains. A 2-day multi-sector virtual workshop (Drape
et al., 2021) identified challenges, solutions, and gaps in agricul-
tural cyberbiosecurity. Participants needed cybersecurity train-
ing and resources, evidencing the need for educational pro-
grams. Greater interdisciplinary collaboration and government
involvement are required to implement cybersecurity best prac-
tices in agricultural supply chains and protect the economy.

4. Systems. An ontology for smart farms has been developed
(Chukkapalli et al., 2020), and an “attribute-based access control
(ABAC) system” has been implemented using this ontology. This
access control ontology addresses cyber-attack vulnerabilities in
smart farm systems and classifies farm equipment and interac-
tions for better management. In addition, digital twins optimize
resource usage and improve security, and the representation
graph tracks interactions between farm entities. The ontology
encodes farm-specific sensors and interactions and implements
an attribute-based access control (ABAC) system. It is intended to
help farmers create and apply access control rules for their smart
farms. In addition, various usage scenarios for access control are
discussed.

An evaluation process based on the IEC 62443 cybersecurity
standard (Kristen et al., 2021) adapted to agricultural systems
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was presented, identifying specific security gaps. After two years
of research, the need for cybersecurity standards for Agriculture
4.0 is highlighted, and initial recommendations are provided. In
agriculture, existing standards must be reviewed and expanded
to mitigate cybersecurity gaps.

5. Testbed. The need for more research in smart farming safety and
the scarcity of realistic test environments was addressed (Agarwal
et al., 2022). The design of a test environment focused on Mac-
Donald’s dairy industry was discussed, providing an overview
and analyzing challenges and lessons learned in the design pro-
cess. In addition, preliminary results of the devices and software
analysis were presented, along with future research directions.

6. Methodology. A methodology of fuzzy cognitive mapping and
asset-centric assessments was proposed (Bissadu et al., 2024b)
to quantify cybersecurity risks inherent to the farming practices
of low-income farmers. The methodology was applied to a real
case study: the “Ferme-Ecole of Tsevie, Togo” project to validate
its effectiveness. The proposed methodology highlights support
policies and streamlines agricultural system risk assessment and
training programs.

7. Human factors. Insider cyber threats and human factors in
Agriculture 5.0 were analyzed (Bissadu et al., 2024c), with
emphasis on threats affecting agricultural cybersecurity. In ad-
dition, preventive strategies based on human factors analysis
were proposed to improve security measures and safeguard crit-
ical and sensitive agricultural information. Use case diagrams
were created using UML notation for insider threat analysis and
defense strategies.

4.2.4. RQ4: What are the cybersecurity frameworks applied in agriculture?

In the selected documents, we found a framework for a security
approach to data flow in precision agriculture, a framework to eval-
uate the network security of agricultural vehicles, a framework for
agriculture 4.0 that integrates blockchain, fog computing, and software-
defined networking, a framework to verify the cybersecurity of smart
agricultural machines, a framework that use IPSec/VPN and the SiVi
platform, and a cyber threat monitoring framework. The frameworks
found are presented below:

1. Security approach to data. The authors laid a foundation
focused on solutions to current and emerging challenges of
wireless sensor networks (WSN) (Chi et al., 2017) in digital
farms. The study highlights cybersecurity challenges in smart
agriculture, considering that interdisciplinary collaboration is
crucial for effective cybersecurity solutions. It also stated that
implementing government standards can accelerate the adop-
tion of cybersecurity in agriculture. In addition, a framework
for a data flow security approach in precision agriculture was
discussed, considering that cyber-attacks in agriculture are in-
evitable; proactive measures are needed.

2. Network security. In the agricultural sector, automated vehicles
are increasingly used for data collection. These vehicles use
wireless networks for data exchange. Therefore, a framework
was proposed to evaluate (Gaggero Battista et al., 2022) the
“network security of agricultural vehicles based on four main
dimensions: CANbus security and network segmentation, remote
control based on radio links, wireless gateways, and GPS se-
curity”. In addition, they tested and discussed procedures and
methods related to a testbed.

3. IoT. A security framework for agriculture 4.0 (Padhy et al,
2023) that integrates blockchain, fog computing, and SDN was
proposed. In addition, SDN controllers were linked with block
chain for secure IoT communications and distributed trust veri-
fication. Likewise, the performance against distributed denial of
service (DDoS) attacks was evaluated using three cases demon-
strating its good performance. Also, a framework for securing
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agricultural data generated from internet-connected IoT devices
was proposed (Vardhan et al., 2024) that combines three compo-
nents: honeycomb architecture, intrusion detection and preven-
tion systems (IDPS), and Al and machine learning principles. The
honeycomb architecture deters potential attackers with a layer
of defense while protection and intrusion prevention methods
monitor in real-time, enabling rapid response to possible threats
and preserving the integrity of agricultural data.

4. Smart agricultural machines. A framework was proposed to
verify the cybersecurity of smart agricultural machines (SAMs)
(Caviglia et al., 2023), particularly wireless communications, us-
ing software-defined radio (SDR) technology capabilities. In ad-
dition, testing was conducted to corroborate SAMs’ vulnerability
detection effectiveness and security assessment.

5. Machine learning. The proposed framework used IPSec/VPN
and the SiVi platform (Eleftheriadis et al., 2024). IPSec/VPN
addressed confidentiality and identity authentication concerns
through a robust and encrypted communication channel. The
SiVi platform visually identifies, detects, and analyzes appli
cation-layer cyber-attacks. The novel anomaly and intrusion de-
tection system uses two supervised and unsupervised machine
learning algorithms.

6. Digital twins. A cyber threat monitoring framework was de-
signed to mitigate and manage cyber threats in the food chain
and smart agriculture based on digital twins (Bissadu et al.,
2024a). The framework enabled cyber threats to be identified,
categorized, and mitigated using various countermeasures. Cy-
ber threats can manifest as phishing attacks, sensor attacks,
hardware/device tampering attacks, DDoS attacks, sniffing, tol-
erance failures, and sensitive data leakage.

4.2.5. RQ5: What are the cybersecurity models applied in agriculture?

This question is answered based on the results of the documents that
have proposed a model, considering that a model is the explanation
of a specific process seen from an author’s point of view to provide a
solution to a problem. The models found are the following:

1. Image pattern recognition system. A model of an image pat-
tern recognition system (Straub, 2018) has been developed by
identifying multiple points of vulnerability and analyzing the
attacks to which each point of vulnerability is exposed. Finally,
these types of attacks and the applicable countermeasures have
been analyzed. They are considering patterns and image analysis
as also being applied in agriculture.

2. Sensor network. A data security model for wireless sensor
networks in agricultural monitoring was proposed (Prodanovi¢
et al., 2020), considering node architecture, energy saving, and
optimization. The model meets the security requirements of dis-
tributed systems through authentication, and digital signatures
and certificates are achieved. Message integrity is confirmed
by public key verification. Non-repudiation prevents the sender
from revoking sent messages. Trust is established through a
trusted certificate authority. Encryption algorithms ensure data
confidentiality. The proposed model improves energy efficiency
in data transmission. Simulations showed good security with
a slight increase in energy consumption of up to 7 % due to
authentication overhead.

3. Security threats and vulnerabilities. Cybersecurity in preci-
sion agriculture was examined (Asif et al., 2021), identifying 58
potential threats using the Microsoft STRIDE model. In addition,
mitigation suggestions were proposed to strengthen security in
precision agriculture, laying the groundwork for future research
in this field.
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Security threats and vulnerabilities in digital agriculture were
addressed (Alahmadi et al.,, 2022), focusing on specific side-
channel attacks with a generic threat analysis through the pro-
posed four-layer Digital agriculture (DigAg) model. Open re-
search challenges and future directions were also discussed,
highlighting the importance of addressing these issues from the
early stages of developing and deploying digital technologies in
agriculture.

4. Cyber-physical systems. A new threat model for cyber-physical
systems (Valenza et al., 2023) has been presented that considers
cyber, physical, and human aspects. In addition, a threat analysis
method, implemented in the automatic tool TAMELESS, allowed
to know the system components’ security status and generate
prevention/mitigation solutions. In addition, three case studies
from different sectors corroborated the use of the model.

5. DDoS. A deep learning method was used to build the Convo-
lutional Neural Network and Long Short-Term Memory (CNN-
LSTM) model (Aldhyani and Alkahtani, 2023). The model
achieved 100 % accuracy in detecting DDoS attacks in IoT-based
Agriculture 4.0 networks using the CIC-DDD0S2019 dataset.
The Enhanced Multiclass Support Vector Machine (EMSVM)
model for DDoS attack detection in Agriculture 4.0 (Shaik et al.,
2023) used Orthogonal Learning Chaotic Grey Wolf Optimiza-
tion (OLCGWO) to improve attack detection on real data. In
addition, it highlighted the importance of raising awareness of
cyber threats among farmers and addressing the lack of resources
in agricultural cybersecurity.

6. IoT. It explored security in smart farming systems and identified
vulnerabilities and risks of cyber-attacks in IoT agriculture. For
this, a security meta-model for IoT-based smart agriculture (Taji
et al., 2023) with two certificate schemes (CBHA and SCKA)
is proposed. The CBHA and SCKA schemes improved the se-
curity against various attacks. Security testing of the schemes
confirmed the robustness of the proposed meta-model. In ad-
dition, continuous improvement of security in [oT systems was
suggested.

7. Cloud. Rapid population growth increases the demand for agri-
cultural products. Data-driven technologies can improve the
quality and quantity of agricultural products. Hence, cyber-
security threats increase in smart farming environments, and
cyber-attacks can compromise consumer safety and economic
stability by remotely manipulating installed sensors and self-
driving vehicles in crops. Hence, a real-time cybersecurity model
has been proposed (Kuppusamy and Khang, 2024) for a high-
tech, multi-cloud-based agricultural system to implement cyber-
security measures in all agricultural solutions.

4.2.6. RQ6: What are the cybersecurity threats in smart agriculture?

In the selected documents, we found cyber threats to smart agricul-
ture and precision agriculture, a retro perspective study of cyber threats
in India’s agriculture, cyber threats in the agricultural, healthcare, and
food sectors. The cyber threats found are presented below:

1. Cyber threats. The document (Yazdinejad et al., 2021) analyzed
the security of smart agriculture and precision agriculture, high-
lighting the critical security aspects and studying the attacks that
violate each of these security aspects. In addition, they presented
cyber threats to smart agriculture and precision agriculture,
resulting in a systematic taxonomy of these threats based on the
cyber-attack chain.

A retro perspective study of cyber threats in India’s agricul-
ture and food industry was conducted (Verma et al., 2023),
considering that it contributes to its economy with food pro-
duction, employment, and raw materials for industry, among
other things. It was identified that most farmers need high-speed
internet access and regular data backup. In addition, farmers
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needed to improve their farms’ cybersecurity and understand its
importance. Farmers generally give very little importance to the
Internet and cybersecurity in India.

2. Strategies. The increase in cyber threats in the agricultural,
healthcare, and food sectors was analyzed due to globalization,
industrialization, and technologies (Usmani et al., 2023), which
have made these sectors valuable targets for cybercriminals,
considering the large amount of sensitive data. In addition,
cyber threats, such as service interruption, reputational damage,
and identity theft, were reviewed, taking into account their
consequences. A number of strategies were also developed to
help mitigate cyber threats, such as investment and training your
employees in cybersecurity.

5. Discussion

This section is divided into two parts. In the first part, the biblio-
metric analysis of the selected documents is carried out. In the second
part, the results of the selected documents are analyzed.

The bibliometric analysis determines the trend of agricultural cy-
bersecurity research results in recent years. A significant increase in
agricultural cybersecurity research is observed from 2020 to 2024. The
documents analyzed in this SLR have been published in 30 journals,
21 conferences, 6 book chapters, and 1 book. The analysis yielded the
following findings:

Author keyword cloud. The four most prominent words in the
author’s keyword cloud are cybersecurity, agriculture, IoT, and
network security.

Scientific production by year. Of the 58 documents selected,
it has been seen that the trend of publications has increased
in the last two years: 16 documents published in 2024, and 14
documents in 2023.

Scientific production of the countries over time. The authors
have developed the documents from 21 countries. The three
countries with the highest number of publications over time are
the United States, the India, and United Kingdom.

Sources of publication. The journals with the highest number of
publications are Sensors (3 documents), Frontiers in Bioengineer-
ing and Biotechnology (2 documents), IEEE Access (2 documents),
and Applied Sciences (2 documents).

Thematic map. In the thematic map, we can see in the “Motor
Themes” quadrant that the topics most developed in the selected
documents are agricultural robots, network topology, Al, intru-
sion detection, machine-learning, cybersecurity, and agriculture.

The second part of the SLR answers the RQs. The first research
question analyzes the challenges facing smart agriculture. The chal-
lenges have been classified into seven categories: challenges and trends,
role and reflections of smart agriculture in economics, the [oT, smart
agricultural machines, smart farm ontology, supply chain, and cyber
insurance (see Appendix, Table A.1, for complete classification data).
Fig. 8 shows the findings and gaps found.

The second research question analyzes the attacks and intrusion de-
tection faced by smart agriculture. The attacks and intrusion detection
have been classified into two categories: intrusion detection systems,
and cyber-attacks (see Appendix, Table A.2, for complete classification
data). Fig. 9 shows the findings and gaps found.

The third research question analyzes case studies applied to smart
farming. The case studies have been classified into six categories:
survey, network, supply chains, systems, testbed and methodology (see
Appendix, Table A.3, for complete classification data). Fig. 10 shows
the findings and gaps found.

The fourth research question looks at frameworks applied to smart
agriculture. The frameworks have been classified into six categories: se-
curity approach to data flow, network security, IoT, smart agricultural
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RQ1. Challenges

Challenges and trends:

* Farmers need to identify cybersecurity challenges, smart farming trends
and what the key future directions will be (Al, 10T, Machine-Learning, etc.).
* Develop more robust security solutions.

v

loT:

[+ Keep the loT ecosystem safe from cyber threats. \

* Prevent duplicate loT devices from compromising data integrity and
creating security vulnerabilities in agricultural systems and processes.

* Monitor field conditions through connected devices for continuous
real-time analysis.

* Ensure secure communication between agricultural sensors and the
cloud, addressing cybersecurity risks.

* Understand and address vulnerabilities to ensure the security of a
growing loT environment.

* Mitigate emerging cyber threats.

* Manage real-time data using loT and cloud computing to build
sustainable smart agriculture.

* Integrate loT architectures with blockchain technology.

* Develop and implement real-time threat detection systems.

Smart agricultural machines:

e Ensuring the confidentiality and integrity of transmitted data.

¢ Adopting loT, unmanned aerial vehicles (UAVs), and blockchain in
agriculture have introduced cybersecurity challenges.

* Improving the security and privacy of agricultural sensor data.

¢ Implementing unmanned agricultural tractors in private mobile
networks.

\

\

ﬂrole and reflections of smart agriculture in the economy:

[ e Incorporation of emerging technologies such as unmanned aerial
vehicles in the agricultural sector.
 Security of agricultural supply chain systems.
* Security means financial investment.
* Farmers' culture and attitudes can influence cybersecurity.
* Cybersecurity threats may differ from country to country depending
on the different social environments in the agricultural sector.
* A multidisciplinary approach is needed to integrate agriculture, food,
engineering, and ICT.
o |t is essential to develop threats assessment and mitigation strategies,
train workers, and implement policies and regulations to improve
communication across sectors.
* Generate security measures to safeguard data.

|\ * The new computational paradigms improve agribusiness management |
and help predict yields and optimize agricultural processes.

Supply chain:

e Leveraging disruptive technologies such as Al and 10T to optimize food
production and address security challenges.

 Protect IT systems from multiple attacks and increase stakeholder
confidence in the supply chain.

* Use machine learning and blockchain to detect and mitigate threats.

Cyber insurance:

® Smart agriculture through loT and cloud computing was analyzed.

¢ Automation in agriculture was considered to reduce labor and improve
information processing.

o It was stated that cyber risks can significantly disrupt farming operations.
¢ A customer-centric cyber threat insurance contract algorithm was
proposed.

Fig. 8. Findings and gaps in cybersecurity challenges in smart agriculture.

machines, machine learning, and digital twin (see Appendix, Table A.4,
for complete classification data). Fig. 11 shows the findings and gaps
found.

Frameworks can help smart agriculture manage and reduce its
cybersecurity risks. A research (Bissadu et al., 2024c) analyzed in-
ternal cyber threats and human factors with the National Institute
of Standards and Technology (NIST) cybersecurity framework as a
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4{ RQ2. Attacks and intrusion detection

/
/ Intrusion detection systems:
® Cyber security threats and the various evaluation metrics used in
evaluating the performance of an IDS for Agriculture 4.0 were
presented.
¢ An evaluation and classification of IDS in all emerging
technologies was provided.
¢ Public datasets and implementation frameworks applicable to the
performance evaluation of IDS for Agriculture 4.0 were presented.
* A Deep Learning-based IDS was proposed to detect intrusion in
agricultural l1oT networks.
* The proposed method was evaluated by feature selection and
image conversion.
| e Examine and evaluate IDS for cyber security in Agriculture 4.0.
\\\- An IDS is proposed to identify cyber-attacks on the 10AT.

/ Cyber-attacks:
* |t summarized the main trends and analyzed the attacks recorded
over a decade.
* A rule-based approach was proposed for the design of more
complex CPAGs.
* The semantics of CPAGs were analyzed, and possible techniques,
risks associated with cyber and physical attacks, and their environment
‘\ impact were discussed.

J/

Fig. 9. Findings and gaps of attacks and intrusion detection systems on cybersecurity
in smart agriculture.

recommended best practice in Agriculture 5.0. The recognized frame-
work for managing and reducing cybersecurity risks (NIST, 2024;
MecIntosh et al.,, 2024) from NIST is the “Cybersecurity Framework
(CSF)” (NIST Special Publication, 2024). NIST introduced CSF 2.0 in
April 2022 (Rababah et al., 2024) based on years of industry feedback.
The CSF 2.0 provides guidelines and best practices for managing and
mitigating cybersecurity risks across all industries and organizational
sizes. CSF 2.0 is organized into six Functions (Govern, Identify, Protect,
Detect, Respond and Recover) and is composed of Core, Organizational
Profiles and Tiers. Fig. 12 shows the structure of the CSF 2.0 and Fig. 13
shows its functions.

Another important aspect found is that no specific standards have
been defined for the security areas of Information Technology/Opera
tional Technology in agriculture (Kristen et al., 2021). For this reason,
the currently well-established security standards for industrial control
are also perfectly valid sources for agricultural applications. A recog-
nized standard (Malatji, 2023) for information security management
systems is ISO/IEC 27001:2022 “Information security, cybersecurity
and privacy protection — Information security management systems —
Requirements” (ISO, 2022). This standard could also be used in smart
agriculture to protect the confidentiality, integrity and availability of
information.

The fifth research question analyzes models applied to smart agri-
culture. The models have been classified into seven categories: image
pattern recognition system, sensor network, security threats and vul-
nerabilities, cyber-physical systems (CPS), DDoS, IoT, and Cloud (see
Appendix, Table A.5, for complete classification data). Fig. 14 shows
the findings and gaps found.

An important finding is the STRIDE model (Asif et al., 2021). The
STRIDE model acronym covers six threat categories, namely “Spoofing,
Tampering, Repudiation, Information Disclosure, Denial of Service,
and Elevation of Privilege”. STRIDE is a systematic approach that
analyzes cyber threats and vulnerabilities at the component level to
ensure system-wide security (Khan et al., 2017a). Fig. 15 shows the
STRIDE-based threat modeling methodology.

The document (Asif et al., 2021) also states that multiple models are
available to perform cyber security threats assessment. Some existing
models (Shevchenko et al., 2018) are listed below.

* Process for Attack Simulation and Threat Analysis (PASTA).
» Common Vulnerability Scoring System (CVSS).
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Fig. 10. Findings and gaps of case studies on cybersecurity in smart agriculture.

> e |t was concluded that cybersecurity preparedness needs to be

> interactions.

‘ RQ3. Assessed case studies ‘

@rvev:

* One thousand eight hundred farmers and agribusiness owners were
surveyed about their perceptions of cybersecurity and how age, gender,
and education affect these perceptions.

* Technology can improve agricultural productivity, but it must be
protected and secure.

* In Hungary, out of 110 farmers surveyed 81% of farmers use some
support system, 70% believe that precision technology systems are too
expensive and 31% would like to have more knowledge about precision
technologies.

ﬁtwork: \
Evaluation of dairy farms:

¢ The state of cybersecurity in the local networks and connected devices
of six Finnish dairy farms was assessed.

¢ Challenges, such as farmers' need for knowledge about network
topologies, malware protection, backups, etc., were identified.

considered in primary agricultural production.

Comparative study using machine learning in network traffic:

¢ |t compared the performance of five machine learning classifiers in
classifying network traffic individually and using hard and soft voting

methods.
\-\In most cases, ensemble voting models achieved higher accuracy. /

Supply chains:

¢ A two-day multi-sector virtual workshop was held to identify challenges,
solutions, and gaps in agricultural cybersecurity.

o It was evident that more training and resources are needed in
cybersecurity.

It was concluded that more interdisciplinary collaboration and
government involvement is needed to implement cybersecurity best
practices.

ﬁystems: \
Ontology:

¢ An ontology for smart farms has been developed.

¢ |t has been implemented in an attribute-based access control (ABAC)
system.

* Digital twin technology and representation graph were used to track

 Several access control usage scenarios were realized.

IEC 62443:

¢ An evaluation process using the IEC 62443 standard for cybersecurity
in agricultural systems is presented.

* The need for cybersecurity standards for Agriculture 4.0 is highlighted,
\@d initial recommendations are made. 0 /
Testbed:

Test applied to the MacDonald dairy industry:
* The design of a testbed focused on the dairy sector was discussed.

— e An overview of the testbed was given, and the challenges and lessons

learned during the design and construction process were discussed.
* The first results of the analysis of the testbed equipment and software
were presented.

Methodology:
* A methodology of fuzzy cognitive mapping and asset-centered

—> evaluations was proposed.

* The methodology was applied to a real case study: the “Ferme-Ecole of

Tsevie, Togo” project to validate its effectiveness.

Human factors:

* The internal cyber threats in Agriculture 5.0 are analyzed.

* Emphasis is placed on human factors affecting agricultural cybersecurity.
o Insider threats include unintentional and intentional actions.

* The study proposes strategies to mitigate these threats.

* UML is used for threat analysis and defense mechanisms.

Attack trees.

Security Cards.

Hybrid Threat Modeling Method (hTMM).
Trike.

Persona non Grata (PnG).

LINDDUN (linkability, identifiability, nonrepudiation, detectabil-
ity, disclosure of information, unawareness, noncompliance).
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RQ4. Frameworks

Security approach to data:

e A basis was established focusing on solutions to current and emerging
—> wireless sensor networks (WSN) challenges in digital farms.

¢ A framework for a secure data flow approach in precision farming was
discussed.

Network security:

¢ A framework for assessing the safety of the agricultural vehicle network
was proposed.

¢ Related procedures and methods were tested and discussed.

AT:
¢ A security framework for Agriculture 4.0 that integrates blockchain, fog
computing, and software-defined networking (SDN) was proposed.
¢ The performance against DDoS attacks was evaluated using three cases
that showed good performance.
¢ A framework for securing agricultural data generated from internet-
connected loT devices was proposed.

e Combines three components: honeycomb architecture, intrusion
detection and prevention systems (IDPS), and Al and machine learning
winciples.

SAMs:

¢ A framework for verifying the cybersecurity of smart agricultural
—> machines (SAMs) has been proposed.

o Tests were conducted to confirm the effectiveness of vulnerability
detection and security assessment of SAMs.

Machine learning:

* A framework for an anomaly and intrusion detection system using
supervised and unsupervised machine learning algorithms.

* The proposed framework used IPSec/VPN and the SiVi platform.

Digital twin:

¢ A cyber threat monitoring framework was designed based on digital
> twins.

» The framework identifies, categorizes and mitigates cyber threats using
various countermeasures.

Fig. 11. Findings and gaps of frameworks on cybersecurity in smart agriculture.
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Fig. 12. Structure of the CSF 2.0 (NIST, 2024).

» Operationally Critical Threat, Asset, and Vulnerability Evaluation
(OCTAVE).

» Quantitative Threat Modeling Method (Quantitative TMM).

» Visual, Agile, and Simple Threat (VAST) Modeling.

PASTA is an asset-centric approach (Badawy et al., 2024; Uceda
Vélez and M. Morana, 2015) and a comprehensive threat modeling
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NIST Cybersecurity Framework 2.0 (NIST CSF 2.0)
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Fig. 13. Functions of the CSF 2.0 (NIST, 2024).

framework best suited for large, complex enterprises. In addition,
PASTA is highly customizable, allowing agricultural organizations to
tailor their threat modeling process to their needs. It also allows secu-
rity specialists to collaborate with operational stakeholders to prioritize
threats in the enterprise based on their impact. Fig. 16 shows the stages
of the PASTA hazard modeling methodology.

The sixth research question analyzes the threats facing smart agri-
culture. The threats have been classified into one category: cyber
threats, and human factors (see Appendix, Table A.6, for complete
classification data). Fig. 17 shows the findings and gaps found.

Various cyberattacks or cyber threats applicable to the agricultural
sector have been compiled. The five cyber attacks that stand out
are malware, ransomware, Man-in-the-Middle, phishing, and spoof-
ing. Table 6 presents the list of various cyberattacks or cyber threats
applicable to agriculture.

The documents analyzed apply technological resources to cyberse-
curity in agriculture (AI, cloud computing, big data, IoT, AloT, ICT,
wireless networks, sensors, cyber—physical systems, digital twins, and
digital platforms). The most used technological resource is IoT, which
provides greater efficiency in production through smart agriculture. It
consists of deploying high-tech systems that allow remote management
through crop data networks thanks to the help of sensors that measure
environmental and soil conditions (temperature, humidity, luminosity,
and radiation, among others) (Ndjuluwa et al., 2023).

The evolution of agriculture has allowed the incorporation of soft-
ware and hardware in its activities and processes to improve the
efficiency of its production. The main findings found in the results
of the analyzed documents when applying cybersecurity in agricul-
ture are the need for more knowledge and resources (money, time).
Nevertheless, it is of paramount importance to foster a culture of
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cybersecurity within the agricultural sector. This will enable avoiding
various attacks, fraud, extortion, and other problems. For this pur-
pose, personnel training through cybersecurity experts and allocating
economic resources for its implementation are necessary. In addition,
awareness helps protect the information systems, as a large part of the
responsibility for defense lies with the end user. Also, the end-user must
be sufficiently armed through cybersecurity education and training.
Mitigation of cybersecurity issues in smart agriculture should focus on
the protection of critical infrastructure (irrigation systems, pest control,
intelligent environmental monitoring, etc.), security of sensitive data
(financial information, production data, intellectual property records,
unauthorized access, information leakage or alteration), supply chain
threats (logistics, distribution and marketing), IoT device vulnerabil-
ities (sensors, drones, robots, networks, etc.), awareness and training
(phishing, social engineering and other common tactics) and regulatory
frameworks (cybersecurity framework).

According to the United Nations (United Nations, 2022), “the
world’s population is expected to increase by 2 billion persons in the
next 30 years, from 7.7 billion currently to 9.7 billion in 2050 and
could peak at nearly 11 billion around 2100”. Therefore, the challenge
of adding agricultural production is becoming increasingly crucial for
feeding the population. With the implementation of new computational
paradigms, it will be possible to improve the profitability and effec-
tiveness of agricultural production. However, agricultural companies
must look for alternatives to automate their processes using appropriate
cybersecurity measures to protect their hardware, software, and data
that may compromise or risk their business.

6. Limitations of the study

An SLR can be affected by some limitations. One of them is bias
in data collection by the authors. For this reason, this SLR starts by
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Table 6
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List of various cyber attacks or cyber threats applicable to the agriculture domain.

References

Cyber attack terminologies or cyber threats

Patel and Doshi
(2019)

Attack vectors, viruses, malware, worms, trojans, ransomware, adware, zero-day vulnerabilities,
stuxnet, exploit toolkit, botnet, Man-in-the-Middle (MITM), phishing and spoofing, side-channel,
Denial of Service (DoS), Distributed Denial of Service (DDoS), RFID based.

Nikander et al.
(2020)

Ransomware, viruses, worms, malware, botnets, keyloggers, rootkits, ARP spoofing, MITM
attack, spyware, cache poisoning, DNS-redirecting, RIP attacks, SYN flooding, IP smurfing,
address spoofing.

Kristen et al. (2021)

Unauthorized data access, data leakage, loss of know-how (IP) and production data, phishing,
trojans, IP theft, spyware, causing physical damage to farming equipment, deterioration of
product quality, ransomware, data manipulation, data destruction, loss of farming equipment
availability, loss of production, deterioration of product quality, botnets, DDoS attacks, MITM
attacks.

Peppes et al. (2021)

Neptune, satan, ipsweep, portsweep, smurf, nmap, back, teardrop, warezclient, pod,
guess_passwd, buffer_overflow, warezmaster, land, imap, rootkit, loadmodule, ftp_write,
multihop, phf, perl, spy.

Tariq et al. (2021)

Analysis of network traffic, routing attacks, spoofing of RFID/sensors, unauthorized access,
selective forwarding attacks, internal attacks (e.g., blackhole, greyhole, Sybil), external attacks,
MITM attack, DoS attacks, malware attacks (e.g., worms, adware, virus, spyware, trojan horses).

Yazdinejad et al.
(2021)

Side-channel attack, RF jamming, DoS, MITM attacks, botnets, cloud computing attacks, data
leakage, ransomware, cloud data leakage, false data injection, misconfiguration, software
update attacks, malware injection, buffer overflow, indirect attacks (SQL injection), third party
attacks, data fabrication, cyber-terrorism, invalidation and /compliance.

Agarwal et al. DoS attack

(2022)

Alahmadi et al. Firmware alteration, side-channel attacks, eavesdropping, booting, physical damage, malicious
(2022) code, forgery, sleep deprivation attacks, authentication, MITM, interference, firmware, routing,

jamming, DoS/DDoS, sniffing attacks, SQL injection, data privacy, IP theft, encryption, cloud
malware injection, misconfiguration, flooding attacks in the cloud, social engineering, phishing,
access control, service interruption, insider attacks.

Ferrag et al. (2022)

DDoS+PortScan, botnet attacks, web attacks, DoS attacks, bruteforce attacks, data exfiltration
attacks, keylogging, data theft, false control injection.

Hoffmann et al.
(2022)

SQL injection, phishing (email containing malware), ransomware.

Priyadharshini and
Balamurugan (2022)

Misinformation attack, false data injection attack, data leakage, malware injection attack, DoS
attack, botnet attack, side-channel attack, service authentication, data fabrication attack, third
party attack, supply chains attack, cloud attacks, private leakage, resource and service
unavailability.

Arya et al. (2023)

Ransomware, DoS.

Balaji et al. (2023)

Reverse engineering, MITM attack, spoofing attack, DoS attack, physical tampering, false data
injection (FDI), RF jamming, evil twin, password cracking, key reinstallation attack,
side-channel attack, cloud computing attack.

Shaik et al. (2023)

DDosS attacks

Taji et al. (2023)

DoS attack, access attack, MITM attack, data theft attack, access control attack, sniffing attack,
service interruption attack, false data injection attack, side channel attack, sleep deprivation
attack, node capture attack, data transit attack, eavesdropping and interference.

Usmani et al. (2023)

Ransomware, phishing, malware, DoS attack, identity theft.

Verma et al. (2023)

Malware (ransomware, trojans, spyware, viruses, worms, keyloggers, bots), DoS attacks,
phishing, spoofing, identity-based attacks, code injection attacks, supply chain attacks.

Bissadu et al.
(2024a)

Sniffing attacks, spoof attacks, hardware/device manipulation attacks, DDoS attacks, sensitive
data leakage, faults intolerance.

Eleftheriadis et al.
(2024)

DoS attacks, replay attacks, trojan horse attacks.

Kaushik (2024)

RFID or sensors spoofing attacks, MITM attacks, routing protocols attacks, malware attacks,
DoS attacks.

Quadri et al. (2024)

Bruteforce, web attack, DoS attack, DDoS attack, botnet, infiltration, benign, information
gathering, information theft.

Vangipuram et al.
(2024)

Data loss or theft, insecure interfaces, DoS attack, data Leakage, malware attacks, phishing
attacks, ransomware attacks, internet anonymity, attack on middleware.

Zidi et al. (2024)

Bruteforce, command control, crypto ransomware, dictionary, xxfiltration, generic scanning,
scanning Vul, RDoS, false data injection, discovering resources, reverse shell, MITM, TCP relay,
fake notification, fuzzing, inside malicious, modbus register read, MQTT cloud sub.

creating customized search strings with keywords and replacement applied when selecting documents. Also, this SLR does not include
terms determined in the scope of the research. We customized the discussions, prefaces, commentaries, panels, tutorial summaries, or
search strings and performed several preliminary searches of scientific workshop summaries.

databases to assess whether the retrieved data were relevant and refine Both authors participated in planning the SLR to identify the need
the search string. In addition, exclusion and inclusion criteria were for it and develop a review protocol. The first author applied the search
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} RQ5. Models

Image pattern recognition system:

¢ A model of an image pattern recognition system was developed.
 Several vulnerabilities have been identified, and the attacks to which
each vulnerability is exposed have been analyzed.

* These types of attacks and the applicable countermeasures were
analyzed.

Sensor network:

e A data security model for wireless sensor networks in agricultural
monitoring has been proposed.

e Simulations were performed and showed good security with a slight
increase in energy consumption of up to 7% due to authentication
overhead.

<

@curity threats and vulnerabilities:

STRIDE model:

o Fifty-eight potential threats were identified using Microsoft's STRIDE
model.

o Suggestions for mitigating these threats were proposed to enhance the
security of precision agriculture.

DigAg model:

¢ Addressed security threats and vulnerabilities in digital agriculture,
focusing on specific side-channel attacks.

¢ Threats were analyzed using the proposed four-layer DigAg model. /

CPS:

¢ A new threat model for cyber-physical systems was proposed,
considering cyber, physical, and human aspects.

 Three case studies from different sectors supported the application of
the model.

ﬁDoS:

¢ A deep learning method was used to build the CNN-LSTM (Long-Term
Memory (LSTM) and Convolutional Neural Network (CNN)) model.

¢ The model achieved 100% accuracy in detecting DDoS attacks in loT-
based Agriculture 4.0 networks.

¢ The Enhanced Multiclass Support Vector Machine (EMSVM) model was
proposed to detect DDoS attacks in Agriculture 4.0.

® The importance of raising farmers' awareness of cyber threats and
addressing the lack of resources in agricultural cybersecurity was
wghlighted

=

loT:

* A security meta-model for loT-based smart agriculture was proposed.
* The importance of security in loT systems was highlighted, and
continuous improvements were suggested.

Cloud:

* Proposes a digital twin architecture for Agriculture 5.0 to address cyber
threats effectively.

e It highlights the importance of data governance policies and discusses
the potential of machine learning in digital twins.

e It identifies challenges in deploying digital twins in agriculture.

Fig. 14. Findings and gaps of models on cybersecurity in smart agriculture.

strings in the scientific databases and performed the data extraction,
while the second author performed a second validation of the final
results.

However, one limitation is that the query string created in the
search process excludes some relevant documents. Although a well-
structured and well-defined protocol is followed, there is no guarantee
that all documents pertinent to this SLR will be retrieved.

Another significant limitation is that our SLR does not consider the
Multivocal Literature Review (MLR) approach (Garousi et al., 2019).
MLRs include gray literature such as blog posts, videos, white papers,
etc., in their analysis. They summarize the state of the art and practice
in a given area and are helpful for both researchers and practitioners.
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Step 5. Plan Mitigation
Strategies

Step 4. Identify Vulnerabilities

DFD

Step 2. Plot DFD for System
Components

Step 3. Analyze Threats in the }

Step 1. Decompose System into
Components

Fig. 15. STRIDE-based threat modeling methodology (Khan et al., 2017a).

7. Conclusions and future work

The objective of this research was to conduct an SLR to identify,
analyze, and consolidate existing findings on cybersecurity in smart
agriculture. This study aimed to explore the challenges, attacks, detec-
tion methods, frameworks, and models associated with cybersecurity
in smart agricultural systems. The research also sought to identify gaps
in current knowledge, provide insights into emerging trends, and offer
practical recommendations for enhancing cybersecurity practices in the
agricultural sector, with the ultimate goal of aiding researchers, farm-
ers, and agribusinesses in mitigating or preventing cyber threats. Of
the 58 documents selected for analysis in this SLR, 23 documents con-
tributed to RQ1 (Challenges), 6 documents contributed to RQ2 (Attacks
and intrusion detection), 10 documents contributed to RQ3 (Assessed
case studies), 7 documents contributed to RQ4 (Frameworks), 9 doc-
uments contributed to RQ5 (Models), and 3 documents contributed to
RQ6 (Threats). The analyzed documents evaluate the authors’ research
across 21 countries. In summary, the results obtained are as follows:

« It provided an overview of digitization and bio/natural algorithms
used in various areas of agricultural engineering to improve
efficiency, reduce input costs, increase yields and improve envi-
ronmental sustainability. These technologies have enabled better
access to agricultural markets and products and improved agricul-
tural products’ management, safety, and quality. Challenges such
as security and privacy remain in implementing these technolo-
gies, and further research, policy, and governance are needed to
ensure their successful implementation.

It provided an overview of the emerging field of cybersecurity,
which combines cybersecurity and biosecurity to address the
growing threats posed by malicious actors. They discussed the
use of wireless sensor networks in agriculture, the requirements
for cybersecurity in agricultural communication networks, the
security architecture for swarms of autonomous vehicles, the role
of cyberbiosecurity in agriculture, and the security measures for
distributed control systems. In addition, machine learning-based
solutions for intrusion detection, the cybersecurity threats and
side-channel attacks targeting digital agriculture systems, and the
need for cybersecurity in optimized and smart irrigation systems.
It also discusses the need for secure protocols, access control, and
further research into the security of these systems.

An overview of IoT development and its security challenges was
presented. They cover [0T’s evolution, security technologies used
to protect IoT devices, potential threats, mitigation strategies, and
a host-based anomaly detection framework. These also present
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Process for Attack Simulation and Threat Analysis (PASTA) Threat Modeling Methodology
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Fig. 16. Stages of the PASTA threat modeling methodology (Uceda Vélez and M. Morana, 2015).

L

RQ6. Threats

ﬂ/ber threats:
* The process of assessing cybersecurity for agriculture is outlined.
o Existing standards are insufficient for agricultural cybersecurity.
¢ |dentified cyber vulnerabilities and initial recommendations are
presented.
* A prototype for improved protection of soil sensors was
demonstrated.
¢ Cyber threats in agriculture are increasing due to digital
dependency.

wnsomware is the leading cyber threat in the food industry.

/

étrategies:
* Cybersecurity training is essential for agri-food organizations.
« Blockchain technology helps counter fraud in the food supply chain.
¢ The main risks are theft, data corruption and public exposure.
* India is particularly vulnerable due to poor cybersecurity measures.
¢ Cybersecurity practices can mitigate risks similar to those in food

Qecurity‘

Fig. 17. Findings and gaps of threats on cybersecurity in smart agriculture.

a distributed misbehavior detection system, a lightweight ran-
dom neural network-based attack detection scheme, an adaptive
protection system, and an authentication scheme for IoT de-
vices. Additionally, these cover the security issues associated
with Agriculture IoT (AloT) applications, an adaptive security
technique for risk analysis, and the security considerations of
an IoT-powered agricultural cyber—physical system. Finally, an
overlook of the current status of crop robots in Europe and the
challenges associated with their deployment is provided.

The potential of big data analytics to provide valuable business
insights was examined. They look at the various aspects of the
field, including data mining, predictive analytics, and machine
learning, and how these can be used to create value. This re-
search also analyzes the challenges and opportunities of current
methodologies, data integration issues, lack of standardization,
privacy and security issues. This research conducts a case study in
a large organization to illustrate how they successfully integrated
big data analytics into their operations.

20

+ Blockchain technology in food safety, traceability and sustain-
ability was analyzed. These documents identify the potential
benefits of blockchain technology, such as transparent and secure
recording of transactions and more efficient and secure data man-
agement. The authors also examine the potential of combining
blockchain technology with e-agricultural supply chain manage-
ment, decentralized autonomous organizations (DAOs), and smart
contracts to improve sustainability and food safety. In addition,
they discussed the risks associated with blockchain technology,
such as the potential for fraud, inequality in the food system,
and the secure data transfer between drones, operators, and other
stakeholders.

It addressed the evolution of IoT technologies, their advantages
and challenges, and proposed several security measures to protect
them. An anomaly detection framework and a robust authentica-
tion scheme for IoT devices in the context of smart agriculture are
proposed. Security issues associated with UAVs and a hybrid pro-
tocol for smart containers are also discussed. Finally, an overview
of the security challenges associated with smart irrigation systems
is provided.

In the transition from Agriculture 4.0 to 5.0, digital twins play a
very important role, encouraging the integration of current tech-
nologies and computational paradigms to improve productivity.
However, as technology evolves, new cybersecurity challenges
appear. For this reason, it is necessary to establish governmental
norms, standards, frameworks, ontologies and models that facil-
itate the implementation of measures to mitigate cybersecurity
threats and risks. These countermeasures must evolve along with
the technology.

The results show that incorporating new computational paradigms
and emerging technologies in agriculture provides farmers with data for
decision-making on their land to make production more sustainable.
However, new cyber risks emerge as technology gains a foothold in
agricultural processes. Consequently, it is crucial for agricultural orga-
nizations to undertake periodic cybersecurity risk assessments in order
to gain insight into their vulnerabilities and develop robust strategies
to safeguard against cyber threats. Properly configured technology tools
provide vital cybersecurity countermeasures to safeguard information
in smart agriculture (Qadir and Quadri, 2016).

Smart agriculture, driven by IoT, big data, Al, and cloud computing
technologies, is revolutionizing the agricultural industry. However, this
transformation also brings new cybersecurity challenges that require
immediate attention. Key research challenges include:
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Table A.1
Data extraction for RQ1 sorted by year of publication and classification column.
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References

RQ1 Challenges

Classification

Barreto and Amaral (2018)
Sharma and Garg (2024)

The security challenges that Smart Farming systems face.
Challenges, trends and future directions in cybersecurity.

Challenges and trends

Duncan et al. (2019)

Van der Linden et al.
(2020)

Priyadharshini and
Balamurugan (2022)
Arya et al. (2023)
Zelisko et al. (2024)

Assessment of critical cyber control points to strengthen
cyberbiosecurity in U.S. food systems.

The socio-cultural context in relation to food security and
the use of digital technologies to optimize food production
processes.

Unmanned Aerial Vehicle in the Smart Farming Systems.

Cybersecurity of key agriculture 4.0 technologies.
Impact of the digitization of the agricultural sector.

Smart agriculture in economic

Patel and Doshi (2019)
Kristen et al. (2020)
Bathalapalli et al. (2021)

Tariq et al. (2021)
Kataev et al. (2024)
Kaushik (2024)

Morchid et al. (2024)

Cybersecurity challenges in the Internet of Things ecosystem.
“AFarCloud” project, which implements the AloT concept.
Use of Physical Unclonable Functions (PUFs) to enhance
cybersecurity in the agricultural sector, focusing on smart
agriculture practices.

Security Challenges in IoT Smart Applications.

IoT architecture integrated with blockchain to improve data
security in agricultural applications.

Smart drone for real-time crop data management coupled
with IoT and Cloud Computing.

Real-time fire detection system adapted to smart agriculture
uses IoT, integrated systems, a web application in Flask, and
cybersecurity measures.

IoT

Dutta et al. (2021)
Heikkil et al. (2022)

Balaji et al. (2023)
Qussous et al. (2023)
Vangipuram et al. (2024)

Challenges in Precision Farming with Multiple Robots.
Implementation of Unmanned Farm Tractors in Private
Mobile Networks.

Cybersecurity Challenges and Solutions in IoT.
Agricultural IoT based on greenhouse cybersecurity.
CroPAiD that combines IPFS distributed storage and IOTA
Tangle distributed ledger technology.

Smart agricultural machines

Despoudi et al. (2021)
Vangipuram et al. (2023)
Leligou et al. (2024)

Agriculture 4.0 leverages disruptive technologies.
agroString 2.0.
FISHY platform.

Supply chains

Sitnicki et al. (2024)

Algorithm of cooperation between agricultural and insurance

Cyber insurance

companies.

Table A.2

Data extraction for RQ2 sorted by year of publication and classification column.

References

RQ2 Attacks and intrusion detection

Classification

Ferrag et al. (2022)
cybersecurity.
El-Ghamry et al. (2023)
agricultural IoT networks.
Quadri et al. (2024)

Analysis of intrusion detection systems for Agriculture 4.0

Intrusion detection systems

Deep Learning-based IDS for intrusion detection in

Criteria for evaluating, classifying, and assessing IDS in

cybersecurity in Agriculture 4.0 using ABCIS techniques.

Zidi et al. (2024)

Intelligent IDS to identify cyber-attacks in the IoAT.

Hoffmann et al. (2022)
agribusiness.

Barreére et al. (2023) Cyber-physical attack graphs.

Analysis of cyber-attacks and their main trends in

Cyber-attacks

Developing robust security technologies specifically for the agri-
cultural context, including device authentication, real-time intru-
sion detection, and cyber-attack-resistant cryptography.

Provide cybersecurity education and training to farmers and agri-
cultural staff to increase their awareness of risks and best prac-
tices for protecting their systems and data.

Foster collaboration between academia, industry, and govern-
ment to establish standards and regulatory frameworks that
clearly define cybersecurity responsibilities in smart agriculture.
Create scalable, affordable, easy-to-deploy security solutions for
small and medium-sized farmer businesses.

Implement globally recognized frameworks (CSF 2.0, ISO/IEC
27001:2022, etc.) or models (STRIDE, PASTA, etc.) to manage,
reduce, and mitigate cybersecurity attacks and threats in smart
agriculture.

21

Introducing Digital Twin (DT) technology (Haloui et al., 2024) and
new computational paradigms in farming practices has enabled the
transition from Agriculture 4.0 to 5.0. DT technology aims to make
farming practices more efficient and sustainable through intelligent,
real-time data analysis. Agriculture 5.0 emphasizes precision, the in-
troduction of new computational paradigms (advanced and emerging
technologies), and sustainability to improve resource management and
productivity in the agricultural sector (Symeonaki et al., 2024). To this
end, the DTs contribute to remote monitoring, simulation, analysis,
and optimization of processes, among other things (Escriba-Gelonch
et al., 2024), through virtual replicas of physical agricultural systems.
The application of DT technology in smart agriculture is multifaceted
as it can be used for various purposes such as irrigation manage-
ment, fertilization, pest control, crop growth modeling, simulation,
and prediction through multiple scenarios (Kalyani et al., 2024) with
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Table A.3
Data extraction for RQ3 sorted by year of publication and classification column.
References RQ3 Assessed case studies Classification
Geil et al. (2018) Survey of farmers and farm business owners on their Survey
perception of cybersecurity.
Erdei-Gally and Vagany Overview of the role and challenges of precision agriculture
(2022) in Hungary.
Nikander et al. (2020) Evaluation of case studies on cybersecurity in agricultural Network

Peppes et al. (2021)

communication networks on Finnish dairy farms.
Security in Agriculture 4.0 with Network Traffic
Classification through Machine Learning.

Drape et al. (2021)

Assessing the role of cyberbiosecurity in agricultural supply

Supply chains

chains.
Chukkapalli et al. (2020) Creation of an smart farm ontology and implement Attribute Systems
Based Access Control (ABAC) system.
Kristen et al. (2021) Evaluation with the IEC 62443 cybersecurity standard
adapted to agricultural systems.
Agarwal et al. (2022) Testbed cybersecurity in smart dairy farming. Testbed
Bissadu et al. (2024b) Methodology of fuzzy cognitive mapping. Methodology

Bissadu et al. (2024c)

Insider cyber threats and human factors in Agriculture 5.0.

Human factors

Table A.4

Data extraction for RQ4 sorted by year of publication and classification column.

References

RQ4 Frameworks

Classification

Chi et al. (2017)

Framework for a security approach to data flow in precision

agriculture.

Security approach to data

Gaggero Battista et al.
(2022)

Framework to evaluate the network security of automated

agricultural vehicles.

Network security

Padhy et al. (2023) Security framework for agriculture 4.0 that integrates IoT
blockchain, fog computing, and software-defined networking
(SDN).

Vardhan et al. (2024) Framework for securing agricultural data generated from
Internet-connected IoT devices.

Caviglia et al. (2023) Framework for verifying the cybersecurity of smart SAMs

agricultural machines (SAMs) using software defined radio

(SDR).

Eleftheriadis et al. (2024)

A novel framework for improving the security of smart
agriculture using machine learning.

Machine learning

Bissadu et al. (2024a)

Digital twin framework for monitoring cyber threats in
Agriculture 5.0.

Digital twin

Table A.5

Data extraction for RQ5 sorted by year of publication and classification column.

References

RQ5 Models

Classification

Straub (2018)

Model for a image pattern recognition system.

Image pattern recognition
system

Prodanovié et al. (2020)

Data security model for wireless sensor network in
agricultural monitoring.

Sensor network

Asif et al. (2021)

Microsoft STRIDE model.

Security threats and

vulnerabilities
Alahmadi et al. (2022) Digital agriculture (DigAg) model.
Valenza et al. (2023) Threat model for cyber—physical systems. CPS
Aldhyani and Alkahtani CNN-LSTM (Long Short-Term Memory (LSTM) and DDoS
(2023) Convolutional Neural Network (CNN)) model.
Shaik et al. (2023) EMSVM (Enhanced Multiclass Support Vector Machine)
model for DDoS attack detection in Agriculture 4.0.
Taji et al. (2023) Meta-model for smart agriculture based on the IoT. ToT
Kuppusamy and Khang Real-time cybersecurity model for a multi cloud-based Cloud
(2024) hi-tech farming system.
Table A.6
Data extraction for RQ6 sorted by year of publication and classification column.
References RQ6 Threats Classification

Yazdinejad et al. (2021)
Verma et al. (2023)

Cyber threats, attacks and countermeasures
Cyber threats in agriculture and food industry in India.

Cyber threats

Usmani et al. (2023)

Cyber threats in the health, agriculture and food sectors.

Strategies

22
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different inputs. Advances in cloud computing and data analysis favor
the implementation of DTs. However, it is challenging to implement
them in rural areas that need a stable internet connection to integrate
innovative technologies and its high costs (Rogachev et al., 2022). In
conclusion, Agriculture 5.0, which integrates the DT technology, has a
promising future in the agricultural sector (Warren and Thomas, 2023)
through technologies such as IoT, machine learning, cyber-physical
systems, Al, big data, robotics, and cloud computing.

It is crucial to acknowledge that the advent of novel computational
paradigms, which facilitate the transition from Agriculture 4.0 to 5.0,
also introduces a new set of cybersecurity challenges. Therefore, the use
of cybersecurity in agriculture has become increasingly important in
recent years as threats to the agricultural industry have grown. Cyber-
security measures help protect farmers and ranchers from cyberattacks,
data breaches, and other malicious activities. This includes protecting
against unauthorized access to farm operations, protecting data stored
in the cloud, and ensuring secure communications between farmers
and suppliers. Additionally, it is important to ensure the security of
the IoT devices used on farms, as these can be vulnerable to cyberat-
tacks. Cybersecurity measures also help protect against insider threats
and ensure that critical agricultural systems are secure. Therefore,
as future work, this SLR proposes to conduct real case studies using
digital twin technology to analyze data from industrial IoT sensors in
the cloud, cybersecurity risks, and cost. Another important factor of
analysis is cybersecurity at the junction between society and the new
human-centered computing paradigms, called Agriculture 6.0 (Catala-
Roman et al., 2024). Also, future work should conduct a gray literature
analysis, i.e., a MLR (Garousi et al., 2019) of the ethical use of new
computational paradigms.
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Data collected. See Tables A.1, A.2, A.3, A.4, A.5, and A.6. The infor-
mation in these tables will allow the reader to understand the results
of the SLR. In addition, it details the challenges, attacks, and intrusion
detection and evaluates case studies, frameworks, models, and threats
applied to cybersecurity in smart agriculture.
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